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HPEJANCJIOBHUE

[Tocobue BKIIIOWAET JBa pasjesia, MEPBbIA COCTABISET OCHOBHYIO
4acTh, TJI€ MPEACTABIEHBI TEKCTHI ISl ayAUTOPHOTO UYTEHUS; YIIPAXKHEHUS
peaycMaTpUBalOT padoTy C aKTHUBHBIM CJIOBapeM, BKJIKOYAs TEPMUHOJIO-
TUIO0, TPUHATYI0O B cdepe HHPOPMAIMOHHBIX TEXHOJOTUH, 3a/laHus,
HAaIPAaBJICHHBIE HA IIOHMMAHUE U AHAIU3 MPOYUTAHHOIO TEKCTA, a TAKXKE
3aJlaHusl, UMEIOIINE CBOEH 11ebl0 pedepupoBaHUE M aHHOTUPOBAHUE TEK-
CTa.

Bropo#i pazgen mocoOusi BKIIOYAET TEKCTHI JJisl BHEAYJAUTOPHOTO
YTEHUsI, coJiepxKalie UHPOPMAIIUIO TTO3HABATEIILHOTO XapaKTepa U HEIo-
CPEACTBEHHO CBSI3aHHbBIE C TEMATUKOW TEKCTOB MEPBOr0 pasjeia. ITH TEK-
CThl MOTYT OBITH MCIOJIb30BaHbI KakK ISl CaMOCTOSITEIbHON pabOThI CTY-
JIEHTOB, TaK W B MPOIECCE MOJATOTOBKM B paMKax Hay4YHBIX KOH(PEPEHIUH.
[{enb pa®OTHI HAJl TAaHHBIMU TEKCTAMH — PAa3BUTHE HABBIKOB KOMIIPECCHUU
TEKCTA.

ABTOpbI BhIpaxatoT OnarogapHocts H. B. Kynmaukunoii, crapuiemy
nmpernojiaBaTeNio kKadeapbl pycCKOro M MHOCTPAHHBIX SI3bIKOB Bragumup-
CKoro mHcTuTyTa OM3Heca, u JI. B. HoBukoBo#, kanauaaty Quiogorude-
CKHUX HayK, JIOLEHTY Kadeapbl MHOCTPAHHBIX SI3bIKOB MpOodeccuoHaIbHON
kommyHukaruu (MAIIK) Bal'Y, 3a nienHble 3amedaHus, BhICKa3aHHbIC B
npoiiecce paboThl HaJl PYKOMUCHIO, a Takxke accUcTeHTy kadenpsl MAIIK
E. O. bopucoBoii 3a rpe10CTaBICHHBIE €10 MATEPHUAJIBI.



PART I
Chapter 1
THE LATEST DEVELOPMENTS IN COMPUTER SCIENCE

UNIT 1 Graphical user interface (part one)

Vocabulary

augment (V) pacImpsTh

bitmapped pacTpoBbIA

title bar CTPOKa 3arojloBKa

overlap (v) NepeKphIBaTh

pop up (V) BBICKAKUBATh HAa YKPaHE

stroll bar M0JI0Ca MPOKPYTKH

pop up menu BCILTBIBAIOIIECE MEHIO

envision (V) MPEJBUJIETH, PUCOBATh B CBOEM
BOOOpaXKEeHUU

comprehension MOHUMAaHUE

derive (v) W3BJICKATh

enhance (v) YCWJIMBATh, YJIy4IlaTh

overwhelm (v) OIIICTIOMUTD

inevitable HEen30eKHbIN

demise peKpamieHue AesiTeIbHOCTH

conceive (V) MOHUMATh, TOCTUTATh

implementation OCYILIECTBJIEHUE, PeaTu3alus

(1) Like many developments in the history of computing, some of the ideas
for a GUI computer were thought of long before the technology was even
available to build such a machine. One of the first people to express these ideas
was Vannevar Buch. In the early 1930s he first wrote of a device he called the
“Memex”’, which he envisioned as looking like a desk with two touch screen
graphical displays, a keyboard, and a scanner attached to it. However, starting
it about 1937 several groups around the world started constructing digital com-
puters. The perfection and commercial production of vacuum tubes provided
the fast switching mechanisms these computers needed.
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(2) In 1962, Douglas Englebart published his ideas in an essay “Augment-
ing Human Intellect”. In this paper for human intellect, Douglas argued
that digital computers could provide the quickest method to “increase the
capability of a man to approach a complex problem situation, to gain com-
prehension to suit his particular needs, and to derive solutions to prob-
lems.” He envisioned the computer not as a replacement, but a tool for en-
hancing it. Douglas and his staff worked for years to develop the ideas and
technology that finally culminated in a public demonstration in front of
over a thousand computer professionals in 1968.

(3) The display was based on vector graphics technology and could display
both text and solid lines on the same screen. Douglas’ hands operated three
input devices: a standard typewriter-style keyboard and a small rectangular
box with three buttons near the top, connected to the computer with a long
wire. This was the mouse invented by Douglas himself and built by one of
his engineers. Other input devices had been tried (such as touch screens
and light pens), but user testing found the mouse to be the most natural
way to manipulate an on-screen cursor. With the invention of the mouse
came the invention of the mouse pointer, which in this system was a stick
arrow, about the height of a single character, pointing straight up. This was
called “a bug” by Douglas team, but this term did not survive into modern
use.

(4) Douglas Englebart’s demonstration in 1968 overwhelmed many people.
Xerox upper management, fearing the inevitable demise of their paper-
based company in the ‘paperless” future, decided that they had better make
sure they controlled this new technology. They formed the Palo Alto Re-
search Center, or PARC, in 1970. PARC invented its own computer in
1973. The Alto was not a microcomputer as such, although its working
components did fit under the desk. Its most striking feature was its display,
which was the same size and orientation as a printed page, and featured full
raster-based, bitmapped graphics at a resolution of 606 by 808. Each pixel
could be turned on and off independently, unlike the vector-based termi-
nals which could only display text and straight lines. It also had a keyboard
and a modernized version of Englebart’s mouse, again with three buttons.
The mouse cursor itself became a bitmapped image, and for the first time
took the familiar diagonal-pointing arrow shape we know today.



(5) At this point the PARC researchers realized that a new visual code de-
velopment environment had to be invented. This was Smalltalk, the first
modern GUI. Smalltalk was conceived as a programming language and
development environment so easy to use that a child could understand it,
and in many respects was successful in this goal. Smalltalk was the world’s
first object-oriented programming language, where program code and data
could be encapsulated into single units called objects that could then be re-
used by other programs without having to know the details of the object’s
implementation. It first began to take shape around 1974, and was continu-
ously updated and enhanced.

(6) Individual windows in Smalltalk were contained by a graphical border,
and stood out against the grey pattern of the background below them.
They each had a title bar on the top line of each window which could be
used to identify the window and move it around the screen. The title bar
did not stretch the full length of the window, but started at the top left
and only extended as far as the title itself. Windows could overlap other
windows on the screen. The concept of “icons” was also invented at this
time — small representations of programs or documents that could be
clicked on to run them or manipulate them. Pop-up menus were also in-
vented at the same time — the user would click one of the mouse buttons
and hierarchical menu would appear at the last position of the mouse
cursor. Also appearing for the first time were scroll bars, radio buttons
and dialog boxes. The combination of Smalltalk and the Alto was essen-
tially a modern personal computer with a very similar graphical user in-
terface to the ones we use today. Many of the PARC team wanted Xerox
to market the new, cost-reduced Alto III as a commercial product but
Xerox management declined.

Exercise 1. Which of the following statements expresses the main idea of
the text?

1. The invention of the first GUI comes back to the 30-th of the twenti-
eth century.

2. It took a long time to develop GUI.

3. Douglas Englebart made a major contribution to the development of
GUIL.



Exercise 2. Give the number of the paragraph which says about:

a) the invention of a mouse;

b) the idea of building a GUI computer;

c) the origin of the first GUI;

d) the construction of the first digital computer;

e) Douglas’s contribution to the development of input devices;

f) the first computer display; the origin of a modern computer;

g) the advantages provided by a digital computer;

h) the invention of the concept of icons;

1) the devices which provided a computer with fast switching mecha-

nisms;

j) the world’s first object-oriented programming language.

Exercise 3. Define whether the following statements correspond to the
content of the text (yes, no).

l.

2.

W

A computer has been designed to improve the intellectual abilities of
a human being.
The first GUI was composed of two touch screen graphical displays
and a keyboard.

. A title bar was invented by Douglas Englebart.

PARC invented their own computer in order to control the technolo-
gy being the latest one in 1968.

. Pop-up menus were being invented along with a title bar and the

concept of “icons”. Windows on the computer screen cannot overlap
each other.

The first object-oriented programming language was invented at the
very end of the 20th century.

Fast switching mechanisms of a computer were provided by improv-
ing vacuum tubes.

It was Douglas Englebart who designed the device called mouse.
Originally, the mouse cursor did not have a diagonal-pointing arrow.

. Douglas Englebart’s inventions did not impress the world of busi-

ness.

. Ittook D. Englebart and his team quite a short time to make all their

inventions.



Exercise 4. Match the terms with their definitions.

[E—

10.

11.
12.
13.

. augment

title bar

. pop-up menu

derive

. bitmapped graphics

demise

overlap

. Implement

overwhelm

nevitable

enhance
conceive

raster

a. to lie over and partly cover some-
thing.

b. a horizontal or vertical bar that con-
tains a box that is clicked and dragg-
ed up, down, left, or right in order to
scroll the screen.

c. cessation of existence or activity.

d. to think of or create (something) in
the mind.

e. the section at the top of a window
that contains the name or description
of the window.

f. a rectangular pattern of parallel scan-
ning lines followed by the electron
beam on a television screen or computer.

g. obtain something from (a specified
source).

h. to enlarge in size, number, strength,
or extent.

i. to appear very quickly or suddenly.

j. incapable of being avoided or pre
vented.

k. to picture in the mind; imagine.
I. to put into practical effect; carry out

m. a menu that appears on the display
when the user changes the state of a
button or makes a selection from a
menu bar.



14. scroll bar n. it differs from vector graphics which
usually cannot be enlarged or reduc-
ed without producing jagged lines or
distorted images.

15. pop up 0. to affect deeply in mind or emotion,
to affect (someone) very strongly.

16. envision p. to make greater, as in value, beauty,
effectiveness to picture in the mind.

Exercise 5. Paraphrase the following statements simplifying their grammar.

1. Some of the ideas for a GUI computer were thought of long before the
technology was even available to build such a machine.

2. Douglas argued that digital computers could provide the quickest meth-
od to “increase the capability of a man to approach a complex problem sit-
uation, to gain comprehension to suit his particular needs, and to derive so-
lutions to problems.”

3. With the invention of the mouse came the invention of the mouse point-
er, which in this system was a stick arrow, about the height of a single
character, pointing straight up.

4. Xerox upper management, fearing the inevitable demise of their paper-
based company in the ‘paperless” future, decided that they had better make
sure they controlled this new technology.

5. Smalltalk was conceived as a programming language and development
environment so easy to use that a child could understand it, and in many
respects was successful in this goal.

6. Smalltalk was the world’s first object-oriented programming language,
where program code and data could be encapsulated into single units called
objects that could then be reused by other programs without having to
know the details of the object’s implementation.

Exercise 6. Give your own interpretation of the following words and word
combinations used in the text:

independently, replacement, rectangular box, encapsulate, enhance, identi-
fy, cost-reduced product, commercial product.



Exercise 7. Answer the following questions.

N —

SAENANF

computer?

. When did the first ideas for GUI computers originate?

What was the main purpose of inventing a digital computer in Doulas
Englebart’s opinion?

What is the difference between bitmapped and vector graphics?
What devices were invented by Douglas’s team?

What were the advantages of the computer invented by PARC?

What developments led to the development of a modern personal

Exercise 8. Make up the plan of the text and render its content.

UNIT 2

Vocabulary

pull down menu
checkmark
keyboard shortcut

widget

tiled windows
shortcut
squeeze (V)
zoom (V)
trash

abandon (v)
bevel

mimic (V)
consistent

vendor
survivor

lack (v)

10

Graphical user interface (part two)

pa3BOpaUYNBAOIIEECST MEHIO
rajouka

KJIaBUIITHAsE KOMOMHAIUS OBICTPOrO
BBI30BA

AJIEMEHT UHTepderica
«MO3anJHBEIC» OKHA

SPITBIK

C)KMMATh

yBeJIMUMBaTh MacIITabd

HeHYy>XHasi nHpopmaIus
OTMCHMTH

CKOIIICHHBIHN, KOCOH

UMHUTHPOBATh

eAMHOOOpAa3HbIE TIO CTUIIIO,

10 YIPaBJICHUIO

MOCTABIIUK, TPOM3BOIUTENH
COXPAHUBIIHNCS, TPOAOJIKAKOIINAN
CYIIECTBOBATH

HCIIBITBIBATh HEJOCTATOK



debut (v) Ne0TUPOBATh
swipe (V) CKOJIb3UTh
font mpudT

(1) The most important of GUI pioneers was a small startup founded in
garage in1976 by Steve Jobs and Steve Wozniak, called Apple Computer.
Apple had built it on the wildly popular Apple computer, which displayed
both text and graphics but had a traditional command line interface. Apple
was a young company that found itself flush with money, and was more
willing to take risks. Many former Xerox PARC engineers found new jobs
with Apple to recreate their work on the Alto and Smalltalk but on a prod-
uct that would actually see commercial release and potentially become
very popular. Work on Apple’s next-generation Lisa computer, which had
started life as a traditional text-based command line computer for business
use, was transformed by the influx of PARC people. The Lisa team even-
tually settled on an icon-based interface where each icon indicated a doc-
ument or an application, and developed the first pull-down menu bar,
where all menus appeared at the very top line of the screen. Other innova-
tions from the Lisa team included the idea of checkmarks appearing next to
selected menu items, and the concept keyboard shortcuts for the most fre-
quently used menu commands. The Lisa also changed some PARC con-
ventions, such as using proportionally-sized scroll bars instead of fixed -
height ones, and added new conventions, such as a trash can for dragging
documents scheduled for deletion, and the i1dea of “greying out” menu op-
tions if they were not currently available. The three-button mouse was
simplified to have only one button for the Lisa. As the interface required at
least two actions for each icon (selecting and running), the concept of dou-
ble-clicking was invented to provide this functionality.

(2) In 1985 Bill Gates released a new competing product. In Windows each
application had its own menu bar attached to it, just below the title bar.
Another departure was the use of tiled, rather than overlapping windows.
In 1987 Windows was updated to version 2.0, abandoning the tiled win-
dow approach in favour of the overlapping method and having maximizing
widgets.

(3) Also in 1987, the UK-based company Acorn Computers introduced
their first GUI called “Arthur” along with what was the world’s first 32-bit
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microcomputer, the Acorn A305/A310. This GUI used proportionally-
sized scroll bars and introduced a new concept: a “Dock™ or shelf at the
bottom of the screen where shortcuts to launch common programs and
tools could be kept. It is important to note that many of the GUIs released
in the mid-80s supported proportionally-spaced fonts in applications, but
they used a fixed-width font for the system (menus and icon labels) for the
sake of clarity.

(4) 1988 saw the release of NeXTSTEP, the new GUI and opening system
for Steve Jobs’ NeXT computer, his first major project after leaving Apple
in 1985. NeXTSTEP which introduced a sharp, 3D beveled look to all of
its GUI components, was the first to use the “X” symbol to indicate a close
window widget, and introduced the idea of vertical menu strip in the upper
left-hand corner, which could also be “torn off” at any point so that the us-
er could leave specific menus at any point on the screen. NeXTSTEP also
had a Dock that lived on any side of the screen.

(5) Just before the end of the 1980s, new GUIs started appearing on Unix
workstations. These ran on top of a networked windowing architecture
known as X, which would later be the foundation for GUIs on Linux.
These were simple GUIs that attempted to mimic the appearance of Mi-
crosoft Windows but still allow access to the power of the Unix shell un-
derneath. X also introduced a new GUI idea where merely moving the
mouse cursor over a window would automatically activate it and allow the
user to start typing in it.

(6) The 1initial design goal of the X Window System was merely to provide
the framework for displaying multiple command shells and a clock on a
single large workstation monitor. The philosophy of X was to “separate
policy and mechanism” which meant that it would handle basic graphical
and windowing requests, but left the overall look of the interface up to the
individual program. To provide a consistent interface, a second layer of
code, called a “window manager” was required on top of the X Window
server. The window manager handled the creation and manipulation of
windows and window widgets, but was not a complete graphical user inter-
face. Another layer was created on top of that, called a “desktop environ-
ment” or DE, and varied depending on the Unix vendor. As the 90s began,
other personal computing platforms fell off sharply in popularity, leaving
only Windows and the Macintosh as the survivors of the GUI wars.
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(7) Windows reached an unprecedented level of popularity with the release
of version 3.0 in 1990 and 3.1 in 1992. While still lacking many of the fea-
tures of the Macintosh (such as an icon-based file manager) it was sharp
and had good looking icons, and sold millions of copies. The release of
Windows 95 cemented Microsoft’s lead in GUI sales, and became one of
the most popular programs of all time. Windows 95 introduced the concept
of the Start Menu, from which all programs could be launched, and the
Task Bar where all running programs could be switched between. The next
major release of Microsoft is operating system Widows 8 which officially
debuted on October 26th, 2012. Windows 8 is a completely redesigned op-
erating system developed with touchscreen use in mind as well as near-
instant-on capabilities that enable a Windows 8 PC to load and start up in a
matter of seconds rather than in minutes. Windows 8 replaces the more
traditional Microsoft Windows OS look and feel with a new design system
interface codenamed “Metro” that first debuted in the Windows Phone 7
mobile operating system. The Metro user interface primarily consists of a
“Start screen” made up of “Live Tiles”, which are links to applications and
features that are dynamic and update in real time. Users can switch be-
tween apps in Metro by simply swiping across the screen.

Exercise 1. Which of the following statements expresses the main idea of
the text?

1. The most important changes in GUI began in 1976.

2. The GUI advance was the result of efforts of some people.

3. It was Bill Gates who made the greatest contribution to the develop-
ment of GUL

Exercise 2. Give the number of the paragraph which expresses the follow-
ing ideas.

1. Since then computer users have been able to leave specific menus
somewhere on the screen.

2. Microsoft took a leading position on the market of GUI.

3. The first icon-based interface made its appearance in the late 1980s.

4. The preference was given to the tiled windows.

5. A complete graphical interface was not created at that time.

6. Some special button combinations were invented for the most fre-
quently used menu commands.
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7. The company took a risk due to the available finance.
8. The company with the head office in Great Britain developed its

own microcomputer.

9. Computer users got the possibility to write in the windows.
10. This GUI gave the possibility to load and start up within seconds.

Exercise 3. Define whether the following statements correspond to the
content of the text (yes, no; not stated).

1.
2.
3.

10.
11.
12.
13.
14.

15.

The first significant GUI computer was designed in Xerox PARC.

In its early days Apple Company had a lot of sponsors.

Lisa computer was designed as an ordinary computer for that period
of time.

Lisa computer was aimed at doing a scientific research.

. While working with Lisa computer the Apple employees used PARC

conventions.

A one-button mouse provided two functions: selecting and running.
The so-called “dock™ was designed to keep shortcuts of common
programs and tools.

NeXTSTEP GUI gave a user the opportunity to leave specific menus
at any point on the screen.

GUI used in the UK-based company Acorn Computers made it pos-
sible to type in a window.

The window manager handled the creation and manipulation of a
complete graphical user interface.

Before the end of the 1980s, new GUIs were installed on different
types of workstations.

Windows became very popular when version 2.0 appeared.

Windows 3.1 did not have many features of the Macintosh.

Microsoft took the leading position in GUI sales after the appearance
of Windows 95.

A new design system interface “Metro” was originally used in a mo-
bile phone.

Exercise 4. Match the terms with their definitions.

1. Smalltalk a. a menu that appears when an item

in a GUI 1s selected, usually below
the item (it 1s also called drop-down
menu).
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12.

13.

14.

15.

16.
17.

. Alto

. widget

. checkmark

. trash

. abandon

. Unix

. consistent
. vendor

10.
11.

survivor

squeeze

swipe

conventions

approach

font

pull-down menu

available

b. a powerful multi-tasking, multi-
user computer operating system.

c. a style of type.

d. a general term for a small gadget
or device.

e. something that is reliable or in
agreement.

f. to imitate or copy in action, speech,
etc.

g. a programming language that was
designed expressly to support the
concepts of object-oriented program-
ming.

h. being at the disposal.

i. litter bin.

j. a person who sells something.
K. to pass a hand over the screen.

I. the desktop computer from Xerox
that pioneered the use/icon//desktop
environment.

m. ideas or actions intended to deal
with a problem or situation.

n. a person or a thing who outlives
the other or others.

0. absence of something that should
be there.

p. reference designations.

q. worthless or discarded material or
objects; refuse or rubbish.
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18. mimic r. to press forcibly together; compress.

19. lack s. to give up by leaving or ceasing to
operate with e.g.the electronic work
sheet.

20. trash can t. a mark indicating that something

has been noted or completed etc.

Exercise 5. Give your own interpretation of the following words and word
combinations used in the text:

flush with money, to take risks, set about, commercial release, influx,
eventually, competing product, activate, unprecedented, initial, debut,
near-instant-on capabilities, for the sake of clarity.

Exercise 6. Paraphrase the following statements simplifying their grammar.

1. Apple was a young company that found itself flush with money, and was
more willing to take risks.

2. In 1987 Windows was updated to version 2.0, abandoning the tiled win-
dow approach in favour of the overlapping method and having maximizing
widgets.

3. The philosophy of X was to “separate policy and mechanism” which
meant that it would handle basic graphical and windowing requests, but
left the overall look of the interface up to the individual program.

4. Windows 8 is a completely redesigned operating system developed with
touchscreen use in mind as well as near-instant-on capabilities that enable
a Windows 8 PC to load and start up in a matter of seconds rather than in
minutes.

Exercise 7. Answer the following questions.

1. What kind of interface was developed by the Apple for its Lisa com-
puter?

2. What innovations did PARC people introduce?

3. What was Bill Gates’ contribution to the further development of
modern GUIs?

4. Who introduced the term “Dock”?

5. What is the objective of the “X” symbol?
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6. What was done by the GUI developers for providing a consistent in-

terface?

7. What were the reasons for the popularity of Windows 95?
8. What are the main features of Windows 8?

Exercise 8. Make up the summary of the text.

UNIT 3 Smartphones and mobile operating systems
Vocabulary
track pad CEHCOpHas MMaHeb

stylus
Wireless Application Protocol (WAP)

QUERTY keyboard

keypad
single-minded
digital voice service

swipe

tapping

pinch

runtime performance
Notification area
thumbnail

parallax

sluggish
force quit (v)

source code
reverse pinch
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nepo
MPOTOKOJ MOOHMJIBHOM HHTEpaK-
THUBHOM CBs3U ¢ IHTEpHETOM
CTaHJapTHas KJIaBHATypa
KOMIIBIOTEPA

KJIABUIITHOE T0JIE

MMEIOIINN Y3KO€ Ha3HAYCHHE
g poBas mepegada peueBbIx
CUTHAJIOB

MPOKPYTKA; CKOJIbXKEHHE
KacaHue

ITUTTIOK

HACTPOUKHU OBICTPOACUCTBUSA
LIEHTP YBEAOMIICHUM
«MHUHHUATIOPa», KOHTPOJIHHOE
H300paKeHne

BUJIUMOE YTJIOBOE CMEIICHHE
00BbeKTa

3aBUCAIOIINN
MPUHYIUTEIBHO 3aBEPIINTD
paboty

WCXOOHBINA KON

pacTsruBaHue



haptic ocCsi3aeMbIi

boot 3arpyska

toolkit HA0Op MHCTPYMEHTAIBHBIX
CpeICTB

capacitive €MKOCTHBIM

(1) Like a computer operating system, a mobile operating system is the
software platform on top of which other programs run. When a user pur-
chases a mobile device, the manufacturer will have chosen the operating
system for that specific device. The operating system is responsible for de-
termining the functions and features available on the device, such as key-
boards, Wireless Application Protocol (WAP), synchronization with appli-
cations, e-mail, text messaging and more. The mobile operating system
will also determine which third-party applications can be used on the de-
vice.

(2) The commercial success of smartphones and tablets has opened up a
new and untapped market in mobile communications. Smartphone is a cel-
lular telephone with built-in applications and Internet access. In addition to
digital voice service, modern smartphones provide text messaging, e-mail,
Web browsing, still and video cameras, MP3 player and video playback. In
addition to their built-in functions, smartphones run myriad free and paid
applications, turning the once single-minded cellphone into a mobile per-
sonal computer.

(3) Since 2007, touchscreen phones have come to dominate the mobile de-
vice market. Touchscreen display is a type of electronic display that senses
physical touch by a person’s hands or fingers, or by a device such as a sty-
lus, and then performs actions based on the location of the touch as well as
the number of touches. It is useful for interacting directly with a computer
or electronic device, partially or even completely eliminating the need for
intermediate input devices such as computer mice, track pads or keyboards.

(4) Smartphones, tablets, laptops and similar electronic devices can be
based on one of the two primary types of touchscreen displays. Resistive
touch displays distinguish and sense specific touch location when the two
electrically charged layers of the touchscreen are pressed together with the
physical force at a specific point. Capacitive touch screens distinguish and
sense specific touch location based on the electrical impulses in a human
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body, typically the fingertip. This enables capacitive touchscreens to not
require any actual force to be applied to the screen’s surface; at the same
time, capacitive screens typically don’t respond to styluses or gloved hands
due to the lack of electrical impulses generated.

(5) The presence of touch functionality in smartphones and tablets clearly
underlines the popularity of this interface. Touchscreen devices have also
changed the whole way we look at mobile OS. Better technology, lower
costs and heightened competition have increased the range of features and
functionalities found on phones and tablets.

The four major smartphone operating systems are iPhone (10S), Android,
BlackBerry and Windows Phone.

(6) Symbian mobile OS was used by many major mobile phone brands,
like Samsung, Motorola, Sony Ericsson, and above all by Nokia. Symbian
had a native graphics toolkit. It was designed to be manipulated by a key-
board-like interface metaphor, such as the ~15-key augmented telephone
keypad, or the mini-QWERTY keyboards. It was the most popular
smartphone OS on a worldwide average until the end of 2010, when it was
overtaken by Android. Although more Symbian smartphones have been
sold worldwide than any other, in 2011, Nokia switched from its native
Symbian to the Microsoft phone platform.

(7) Android is a Linux-based operating system designed primarily for
touchscreen mobile devices such as smartphones and tablet computers. Ini-
tially developed by Android, Inc., it was financially backed by Google
which later bought it in 2005. Android is an open-source code and its li-
censing allows the software to be freely modified and distributed by device
manufacturers and enthusiast developers. Additionally, Android has a large
community of developers writing applications that augment the function-
ality of devices, written primarily in a customized version of the Java pro-
gramming language. In October 2012, there were approximately 700,000
apps available for Android, and the estimated number of applications
downloaded from Google Play was 25 billion.

(8) Android’s user interface is based on direct manipulation, using touch
inputs that correspond to real-world actions, like swiping, tapping, pinch-
ing and reverse pinching to manipulate on-screen objects. The response to
user input is designed to be immediate, often using the vibration capabili-
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ties of the device to provide haptic feedback to the user. Android devices
boot to the home screen which is similar to the desktop found on PCs. An-
droid home screens are typically made up of app icons and widgets; app
icons launch the associated app, whereas widgets display live, auto-
updating content such as the weather forecast and the user’s email inbox.

(9) IOS 1s a mobile operating system for Apple-manufactured devices. 10S
runs on the iPhone, iPad, iPod Touch and Apple TV. IOS is best known for
serving as the underlying software that allows iPhone users to interact with
their phones using gestures such as swiping, tapping and pinching. These fin-
ger actions are typically performed on multi-touch capacitive touch screen
displays, which provide fast response and accept inputs from multiple fingers.

(10) IOS comes with a lot of default apps, including an email client, a Sa-
fari Web browser, a portable media player (iPod) and the phone app. De-
velopers can use the 10S software development kit (SDK) to create appli-
cations for Apple mobile devices. The SDK includes tools and interfaces for
developing, installing, running and testing apps. Native apps can be written
using the 10S system frameworks and the Objective-C programming lan-
guage. Included in the 10S SDK are Xcode Tools, which include an integrat-
ed development environment (IDE) for managing application projects, a
graphical tool for creating the user interface and a debugging tool for analyz-
ing runtime performance. IOS 7 for iPhone 5 has recently appeared on the
smartphone market. Its GUI has undergone some noticeable changes. First of
all, 10S 7 gets rid of the black bars at top and bottom of the screen; you have
the “slide to unlock” words highlighted by a helpful animated glow.

(11) A file sharing feature AirDrop is also available on mobile devices
running the 10S 7. It’s very simple: a “sharing” icon in an app lets you
send a file, link or other piece of data to those willing to receive it. You
choose AirDrop and you get a list of people in the vicinity. Press their icon
and it’s done. The receiver gets a message popping up on their screen
where they can accept or reject the data — photo, file, link. Double-tapping
the Home button brings up the list of apps used before. In 10S 6 and earli-
er, it was a row on the bottom of the screen; now it’s a flat carousel in the
screen centre. It has the style of thumbnails. If an app is sluggish, force
quit the application by double tapping the Home button and flicking the
app’s window up. The home screen gets some goodies too. It and the lock
screen can use dynamic or static wallpapers, and they can use panoramas

20



too. Wallpapers also benefit from a subtle parallax effect, so if you move
the phone the wallpapers appear to move. The rest of 1OS 7 emphasizes
simplicity, so for example, the stitched leather is gone from Calendar and
Notes don’t pretend that they’ve been written on yellow legal pads. Simpli-
fying 10S makes it feel much more modern and efficient.

Exercise 1. Which of the following statements expresses the main idea of
the text?

1. 10OS 7 is the latest state-of-the-art gadget.

2. Touchscreen phones are dominating on the mobile device market.

3. Modern smartphones are based on the advanced mobile operating
systems.

Exercise 2. Change the order of the following items according to the con-
tent of the text.

1. Two primary types of touchscreen displays.

2. A Linux-based operating system designed primarily for touchscreen
mobile devices.

3. The responsibility of operating systems for the functions and features

of a mobile phone.

The most popular smartphone OS until the end of 2010.

The abilities provided by AirDrop.

Touchscreen displays and their functions.

The principle of Android’s user interface operation.

Internetworking Operating System.

Smartphone as a mobile personal computer.

The 10S software development kit.

SO

Exercise 3. Define whether the following statements correspond to the
content of the text (true — T, false — F, not stated — NS).

1. It makes no difference what operating system is used in some partic-
ular device.

2. Smartphones became popular due to the application of new technol-

ogies.

Touchscreen displays provide the direct interaction with a computer.

4. The number of services provided by a smartphone is unlimited.

(8]
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11.

12.

Resistive touch displays do not require any actual force to be applied
to the screen’s surface.

A capacitive touch screen is activated by the electrical impulses in a
human body.

The change from one phone platform to another happened in 2011.

. Android licensing meant that it was impossible to modify the soft-

ware.
Home screens of Android devices and PC desktops are the same.

. There are black bars at top and bottom of the screen with 10S 7 for

1PhoneS5.

In 10S 7 the list of apps used before is a flat carousel in the screen
centre.

Actually, 10S is used in all modern gadgets.

Exercise 4. Match the terms in the left column with their definitions.

1. thumbnail a. a pointing and drawing device

that 1s shaped just like a pen. It
1s used when operating digital
tablets and touch screens de-
vices such as smart phones and
1Pads.

2. keypad b. a multi-touch touchpad from

Apple that debuted on Mac
laptops in 2009 and became a
stand-alone  pointing  device
for desktop computers in 2010.

3. home button c. sliding a finger or stylus across

a touch screen to scroll or move
items around.

4. stylus d. a miniature representation of a

page or image that is used to
identify a file by its contents;
may be used to rearrange the
page order by dragging and
dropping them into a different
sequence.
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5. trackpad e. written by a programmer, but
not directly executable by the
computer. It must be converted
into machine language by compi-
lers, assemblers or interpreters.

6. swipe f. a small keyboard, for example
on a telephone, computer, or cal-
culator.

7. source code g. a reference to the main page of
a site.

Exercise 5. Say what terms are meant by the following descriptions?

1. It is a collection of software used for developing applications for a spe-
cific device or operating systems. It typically includes an integrated devel-
opment environment. Most of them contain a sample code, which provides
developers with example programs and libraries. They also offer technical
documentation, which may include tutorials and FAQs. Some of them may
also include sample graphics, such as buttons and icons, which can be in-
corporated into applications.

2. The name comes from the first six letters (keys) appearing in the top left
letter row of the keyboard, read from left to right. Its design is based on a
layout created for the Sholes and Glidden typewriter and sold to Reming-
ton in the same year, when it first appeared in typewriters. It became popu-
lar with the success of the Remington No. 2 of 1878, and remains in use on
electronic keyboards due to the network effect of a standard layout and a
belief that alternatives fail to provide very significant advantages. Its use
and adoption is often viewed as one of the most important case studies in
open standards because of the widespread, collective adoption and use of
the product, particularly in the United States.

3. It 1s an application that facilitates application development. In general, it
is a graphical user interface GUI-based workbench designed to aid a de-
veloper in building software applications with an integrated environment
combined with all the required tools at hand. Most common features, such
as debugging, version control and data structure browsing, help a develop-
er quickly execute actions without switching to other applications. Thus, it
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helps maximize productivity by providing similar user interfaces (UI) for
related components and reduces the time taken to learn the language. It
supports single or multiple languages.

4. It defines a mechanism for accessing and delivering content over wire-
less networks. It is based on the layered OSI model, uses new networking
protocols having functions similar to the Web protocols HTTP, SSL, and
TCP. A nice feature of its browsers is that they can be implemented on
small mobile devices such as cell phones, pagers, and PDAs. So, instead of
coding content using HTML and JavaScript, programmers can use WML
and WML Script. WML and its companion scripting language WML
Script are tag-based markup languages designed after the HTML model.
The advantages are that WML demands less memory and processing pow-
er from browsers, as compared to HTML and JavaScript. Another asset to
WML is that it was designed to be used in relatively small display sizes so
common in wireless devices such as PDAs.

5. It is the environment and data structures that keep track of everything
that's going along as your program runs. In C, it is the environment varia-
bles and operating-system provided services that let the program interact
with the rest of the system. In an object-oriented language, it's also all the
tables of objects and classes and methods that get built to allow message
passing to take place. In an interpreted language, it's the state of the inter-
preter, plus all of those other things. In general, it can be described as "eve-
rything that happens that you didn't explicitly write yourself™.

a) Wireless Application Protocol; b) IDE; c¢) runtime; d) SDK; ¢) QUER-
TY keyboard.

Exercise 6. Find the following words and word combinations in the ap-
propriate paragraphs of the text and explain what they mean in the given
context.

third-party applications (1), untapped market (2), myriad (2), intermediate (3),
underline (5), on a worldwide average (6), customized version (7), estimat-
ed number (7), haptic feedback (8), auto-updating content (8), “slide to un-
lock” words (10), gets rid of (10), a file sharing feature AirDrop (11),
goodies (11), link (11).
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Exercise 7. Paraphrase the following statements simplifying their grammar.

1. In addition to their built-in functions, smartphones run myriad free and
paid applications, turning the once single-minded cellphone into a mobile
personal computer.

2. This enables capacitive touchscreens to not require any actual force to
be applied to the screen’s surface.

3. Although more Symbian smartphones have been sold worldwide than
any other, in 2011, Nokia switched from its native Symbian to the Mi-
crosoft phone platform.

4. It was the most popular smartphone OS on a worldwide average until the
end of 2010, when it was overtaken by Android.

Exercise 8. Answer the following questions.

What makes 10S modern and efficient?
Who is responsible for the functions and features of a mobile phone?
What is a smartphone?
What is a touchscreen display?
What types of touchscreen displays are available nowadays?
Since when have touchscreen phones dominated the mobile device
market?
7. What was the most popular smartphone OS in 2010?
What is meant by Android?
9. What operating system was primarily designed for touchscreen mo-
bile devices?
10. What is Android’s user interface based on?
11. What is 10S?
12. What can be used for creating applications for Apple mobile devices?
13. What abilities does a file sharing feature AirDrop provide?

AN o

*

Exercise 9. Make up the summary and the abstract of the text.
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UNIT 4 Cloud computing

Vocabulary

heterogeneous HEOHOPOTHBIN

middleware CBSI3YIOIIIEE TIPOTrPaMMHOE
o0ecrieueHue

sophisticate (v) YCIHOXHSITh

scalable HapalBaeMbIil

appropriate MTOJIX OIS, COOTBETCTBYOIIHMN

proprietary MMaTEHTOBAHHBIN

tenancy BJIQJICHUEC

constituent group KJIMEHTCKas Tpynmna

affordable BO3MOYKHBIH, JOMYCTUMBII

customize (V) nepeebBaTh, MOJTOHSITh

pool (v) 00BbEeTUHSATH

(1) Technological developments are increasingly changing and getting so-
phisticated. Cloud computing is the latest development of client server ap-
plications and files are stored in the *“cloud”. Cloud computing is a term
that applies to applications and data storage that are delivered over the In-
ternet or via wireless technology. The individual user's device (i.e. com-
puter, cell phone, etc.) only provides an interface to interact with the com-
puter programs and data. In brief, cloud computing is the product of Virtu-
alization technology which offers to use the hardware or infrastructure or
software applications either separately or combined without really having
your own hardware. Cloud Computing refers to the delivery of computing
and storage capacity as a service to a heterogeneous community of end-
recipients. Cloud is a computing model providing web-based software,
middleware and computing resources on demand. By deploying technolo-
gy as a service, you give users access only to the resources they need for a
particular task. You pay for what you use! It prevents you from paying for
idle computing resources. Cloud computing can also go beyond cost sav-
ings by allowing the users to access the latest software and infrastructure
offerings to foster business innovation. The users are actually using the
cloud computing without realizing it. When you are using the Sky Drive,
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Hotmail, Gmail, you are in the cloud. Cloud computing is to access re-
sources that are somewhere over the Internet. It can be accessed for free, as
1s the case of emails or by premium subscription with a guaranteed service
level. Virtually the power is infinite. Businesses use cloud computing with
Rackspace. com to combine all their processes on one server.

(2) Cloud computing is mostly economic. If you are a very small company,
it will launch a service without any capital investment in hardware. Thus,
with cloud computing, virtually with no start-up software and hardware in-
vestment you are getting heavy equipment today. The second advantage is
being able to benefit from economies of scale that have an economic 1m-
pact. Resources that are not used by the Indian companies at night can be
used by the companies being on the other side of the planet, such as U.S.,
as an example. Cloud computing is like a machine with unlimited resource
that runs 24 hours and 7 days a week and all those resources are shared.

(3) Cloud computing is self-healing. In case of failure, the last backup of
the application automatically becomes the primary copy. Cloud computing
offers a high scalability. The whole architecture is predictable and effi-
cient. It 1s not one computer or server; it is thousands of computers that can
handle the situation. Cloud Computing is a Multipurpose Virtualization
system. In Cloud Computing, it is not possible to know where your data is
physically present. Among the characteristics of cloud computing is the
availability of on-demand services. Due to this feature cloud services can
be used automatically as needed and without human interaction from ser-
vice provider. Cloud computing provides broad network access, i.e. the ac-
cess to the remote systems via a network such as the Internet or intranet.
Cloud computing assumes that all Network resources should be pooled.
The resource of the cloud provider is designed to meet the need of Cloud
users and i1s provided dynamically. The cloud provider is independent of
location. The user does not have any control nor the knowledge where
from the services are offered (geographically). The cloud systems have
built-in control and measurement of resource consumption function de-
pending on the type of cloud service. Thus, both parties, the cloud provider
and the cloud user, ensure appropriate transparency in relation to the ser-
vices utilized. It is API based and manipulation is not possible.

(4) So, Cloud Computing provides its users with a number of very im-
portant benefits. At the same time there are some reasons for criticizing
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Cloud Computing. One of the drawbacks is that Cloud Computing increas-
es the dependency of Internet usage. As appropriately said by Richard
Stallman “One reason you should not use web applications to do your
computing is that you lose control ... It’s just as bad as using a proprietary
program.” (Reference of the quotation: The Gaurdian).

(5) Cloud computing can be divided into three groups: a public cloud, a
private cloud and a hybrid cloud. Public clouds are owned and operated by
companies that use them to offer rapid access to affordable computing re-
sources to other organizations or individuals. With public cloud services,
users don’t have to purchase hardware, software or supporting infrastruc-
ture, which is owned and managed by a provider. A private cloud is owned
and operated by a single company that controls the way virtualized re-
sources and automated services are customized and used by various lines
of business and constituent groups. Private clouds exist to take advantage
of many of cloud’s efficiencies, while providing more control of resources
and steering clear of multi-tenancy. A hybrid cloud uses a private cloud
foundation combined with the strategic use of public cloud services. The
reality is that a private cloud can’t exist in isolation from the rest of a com-
pany’s IT resources and the public cloud. Most companies with private
clouds will evolve to manage workloads across data centers, private clouds
and public clouds — thereby creating hybrid clouds.

(6) Services which are offered by cloud computing are numerous and vari-
ous. Cloud-based applications — or software as a service (SaaS) — run on dis-
tant computers “in the cloud” that are owned and operated by others and that
connect to users’ computers via the Internet and, usually, a web browser.
Platform as a service provides a cloud-based environment with everything re-
quired to support the complete lifecycle of building and delivering web-based
(cloud) applications — without the cost and complexity of buying and manag-
ing the underlying hardware, software, provisioning and hosting. Infrastruc-
ture as a service provides companies with computing resources including
servers, networking, storage, and data center space on a pay-per-use basis.

Exercise 1. Which of the following statements expresses the main idea of
the text?

1. Cloud Computing is a computer technology which uses the Internet
for storing data and applications.
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2.

3.

Cloud Computing provides its users with a number of very important
benefits.

Cloud Computing provides its users with the services which are free
of charge.

Exercise 2. Change the order of the following items according to the con-
tent of the text.

Nk W=

Characteristics of cloud computing.
Types of Cloud Computing.

Benefits of cloud computing.

Main objective of a cloud computing.
Drawbacks of Cloud Computing.
Definition of a Cloud.

Definition of Cloud Computing.

Exercise 3. Define whether the following statements correspond to the
content of the text (true — T, false — F, not stated — NS).

l.
2.

AN

SRCECIN

State-of-the-art technologies are becoming less sophisticated.

Cloud Computing provides hardware or infrastructure or software
applications.

The term “cloud” comes from the direct meaning of the word.

The users do not realize the essense of Cloud Computing.

The resources of Cloud Computing are unlimited.

In case when Cloud computing fails, an expert makes the necessary
debugging.

A user always knows who offers him cloud computing services.
Public clouds are accessible to every company.

A hybrid cloud was created by one of the private companies.

It 1s necessary to have a cloud-based environment in order to support
the process of construction and delivery of cloud applications.

Exercise 4. Match the terms in the left column with their definitions.

1. API a. use of a browser (thin client) to

access a software application
over the Internet to perform work.
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2. Cloud Computing b. computing software that occu-
pies a position in a hierarchy
between the operating system
and the applications.

3. Hybrid cloud computing c. allows you to download imag-
es, vectors, and video clips in
the highest definition available.

4. Web-based software d. it is an abbreviation for Appli-
cation Program Interface.

5. middleware e. computer technology which
uses the Internet for storing data
and applications.

6. premium subscription f. a combination of public cloud
storage and private cloud stor-
age where some critical data re-
side in the enterprise's private
cloud while other data are stored
and accessible from a public
cloud storage provider.

Exercise 5. Find the following words and word combinations in the ap-
propriate paragraphs of the text and explain what they mean in the given
context.

to deploy a technology (1), cost savings (1), to foster business innovation (1),
somewhere over the Internet (1), premium subscription (1), infinite (1),
self-healing (3), scalability (3), handle the situation (3), remote systems (3),
resource consumption (3), appropriate transparency (3), to take advantage (5),
a pay-per-use basis (6).

Exercise 6. Paraphrase the following statements simplifying their gram-
mar.

1. Cloud computing can also go beyond cost savings by allowing the users
to access the latest software and infrastructure offerings to foster business
innovation.
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2. A private cloud is owned and operated by a single company that controls
the way virtualized resources and automated services are customized and
used by various lines of business and constituent groups.

3. Private clouds exist to take advantage of many of cloud’s efficiencies,
while providing more control of resources and steering clear of multi-
tenancy.

4. Platform as a service provides a cloud-based environment with every-
thing required to support the complete lifecycle of building and delivering
web-based (cloud) applications — without the cost and complexity of buy-
ing and managing the underlying hardware, software, provisioning and
hosting.

Exercise 7. Answer the following questions.

What is cloud computing?

What does the term “cloud” mean in the field of computer science?
What does it mean “to access resources by premium subscription”?
What are the benefits of cloud computing?

What is Cloud Computing criticized for?

What does Cloud Computing offer its users as services?

SNk D=

Exercise 8. Make up the summary and the abstract of the text.

UNIT 5 What is “hybrid” cloud computing?

Vocabulary

lock down (V) OTPaHUYUTHh BO3ZMOXKHOCTH

multi-tenant MHOT'OTIOJIb30BaTEJIbCKUM

nascent MOSBJIAIOLIUNCS, POXKIAIOIIUNCS

rage CIJILHOE CTpEeMJICHHE, PBEHUE

concern 03a00YE€HHOCTh

test bed HUCIBITATEIILHBIN CTEH]T

business setup NpEeaNpUATHE

sales metrics KOJIMYECTBEHHBIE TTOKa3aTeNn
IPOJIaXK
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dummy MakKeT

vet IIPOBEPSATH

go live (v) HayaTh (YHKIIMOHUPOBATH

craft (v) M3TOTaBJIUBATh

hurdle MpEnATCTBUE, TOMEXa

up-front cost MOJIHAsI CTOUMOCTD

downtime BpeMsi Oe3/iecTBUs (13-3a
HEUCITPAaBHOCTH )

outage nepepouIB B padoTe

cross-contamination B3aUMHOE YXYAIICHHUE

mitigate (V) CMATYaTh

API IpOrpaMMHBII UHTEpPEic
TIPIIIOXKEHUS

SOP (Standard operating procedure) CTaHJIaPTHBIN MOPSIOK JEUCTBUN

(1) Hybrid cloud computing combines the benefits of so-called ‘public’
cloud resources where some IT functions are managed externally, while a
defined percentage of a company’s IT stays on-premise in a ‘private’
cloud. The business benefits from the cost and flexibility advantages of-
fered by public cloud computing and can apply that model to the data that
it feels happy to manage externally. At the same time, the business is able
to retain customer data (and other Intellectual Property) inside its own data
centre.

(2) The ‘hybrid cloud’ has been described as the best of both worlds; it has
certainly brought many new organisations to the cloud that had previously
voiced fears relating to the data security of external public clouds. While a
business might use the Rackspace cloud or Amazon FElastic Computer
Cloud (EC2) for its general computing requirements, the private cloud re-
mains in place for mission-critical sensitive data that needs to be locked
down. This is not to say that public cloud computing resources are inse-
cure, but some companies are wary of housing their data alongside that of
their competitors in what is known as a multi-tenant cloud, i.e. one with
several customers’ data stored inside.

(3) If you think about it, many (if not all) companies have made pretty sig-
nificant investments in their own IT infrastructure already. The option to
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still use the company network is generally viewed as a more practicable
step than a complete jump to the cloud all at once. As for the hybrid model
it maximises flexibility in the company’s IT mix, as it can be a composi-
tion and combination of at least one private cloud and at least one public
cloud.

(4) There are still problems lying ahead. The matter is that the hybrid cloud
offers operational flexibility; it also offers scalability of peaks in data traf-
fic; and yet it is a nascent technology and so is still being developed. There
may be interconnectivity challenges on the road ahead as this new IT ser-
vice delivery model is brought online, but the general feeling is that it’s all
very positive.

(5) Cloud computing has been the latest rage for several years, becoming
more and more popular as distributed systems and easier access to services
becomes the norm. Demand for cloud services has grown quickly, but
many IT directors have expressed concerns over public cloud security is-
sues and have instead moved towards private clouds, which are generally
far more restricted and less distributed than are public systems. This means
losing many of the advantages of the public cloud in the switch. A solution
that has emerged is the hybrid clouds, which are often now the focus of IT
management as they work to balance user needs, data access requirements,
and security. In 2011 the survey by Unisys showed that 21 percent of IT
organizations are focusing on hybrid clouds and a Sand Hill Group survey
just before that showed that IT managers believed hybrid cloud use will
continue a fast growth. The 2010 SHG survey predicted growth would tri-
ple, which happened by 2014.

(6) So what is the hybrid cloud, how does hybrid cloud computing work,
and will it work for your organization? The hybrid cloud is a mixture of
private and public cloud systems; hence its name. The private cloud can be
self-hosted by the company (common in enterprise) or hosted by a paid
third-party virtually, but kept private for the company’s own use (common
in smaller systems). The public cloud, of course, is public and off-premise.
Users connect to the private cloud separately from the public one. Often,
the setup has the public cloud hosting software, data and services that are
non-critical with the rest on the private cloud. Many firms use the public
cloud as a development test bed as well. In a small business setup, for ex-
ample, the private cloud may hold valuable customer data and sales metrics
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while the public cloud hosts the company’s virtual phone network and
communications system. In an enterprise, as another example, the public
cloud may host the beta version of the company’s proprietary in-house soft-
ware for tracking and analysis with key test data (all dummies created for the
testing) included. The private cloud hosts the actual software and data and
will be upgraded once testing in the public cloud is complete. This saves val-
uable network and hardware resources for continued enterprise use while al-
lowing the IT department to fully vet software-in-progress before going live
and without fear of harming the current network. Some large networks have
multiple private-public cloud mixtures, though is is generally only common
in large enterprises with geographically global data centers and offices. Many
financial institutions, for example, use multiple private-public cloud mixes. It
is more common for enterprise to have a single private cloud and multiple
public clouds for various services.

(7) The hybrid cloud allows IT to take advantage of the benefits of the pri-
vate and public cloud. Some of the risks associated with these systems are
also included, however, so the mixture is not always just positives. The
challenge for the IT manager is to find the proper balance between the
risks and rewards to craft a hybrid cloud that works well for the corpora-
tion’s needs. There are Pros and Cons of Hybrid Cloud Computing.
Among the former are the following benefits. First: Public clouds allow for
a low investment hurdle to activate and can be cheaply scaled to more or
less servers and network connections as needed. In a hybrid cloud, this
flexibility is retained for all services put onto the public cloud, giving a lot
of operational flexibility. Second: Private clouds have fewer security con-
cerns and the enterprise retains control over the data center and its con-
tents. In the hybrid cloud this remains so. Among the latter are the follow-
ing downsides of the hybrid cloud. First: The flexibility of the private
cloud is very limited and the up-front costs and continued maintenance re-
quirements can be expensive. Management will have to budget for needs as
well as the occasional unforeseen downtime or outage. Second: Misman-
agement of the two systems can lead to cross-contamination, with data
from the private (secure) cloud being ported to the public cloud. This is
mitigated with intelligent SOPs.

(8) The goal of a hybrid cloud system is to provide as many benefits of the
public and private cloud as possible while not incurring the risks associated
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with them. Most of this will be done in the design and implementation
stages, of course, and proper API between the two (if any connections are
to be had at all) will be critical in that process. Since the primary concern
in a hybrid cloud is the accidental crossing of critical data from private to
the public, having no or very few and tightly controlled connections is im-
portant. Generally speaking, the hybrid cloud will increase the complexity
of a network environment. The benefits, however, often outweigh this is-
sue of complexity and are enough to override the initial planning costs.

Exercise 1. Which of the following statements expresses the main idea of
the text?

1. Hybrid Cloud Computing has more advantages than drawbacks.

2. The hybrid cloud allows IT to take advantage of the benefits of the
private and public cloud.

3. The hybrid cloud 1s characterized by a great complexity.

Exercise 2. Match the following titles to the appropriate paragraph.

. The challenge that lies ahead.

. The objective of a hybrid cloud system.

. The Pros and Cons of Hybrid Cloud Computing.
. Two types of cloud used by companies.

. The main idea of ‘hybrid’ cloud computing.

. Best of both worlds.

. Hybrid cloud makes business sense.

. Hybrid Cloud Architecture.

O 1 ON DN KW

Exercise 3. Define whether the following statements correspond to the
content of the text (true — T, false — F, not stated — NS).

1. Hybrid cloud computing takes the advantages of “public” cloud re-
sources only.

2. The emergence of the ‘hybrid cloud’ made many companies join the
cloud.

3. The leading international companies use Amazon Elastic Computer
Cloud.

4. Some companies are afraid of using a public cloud for storing their
data.
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5. All the problems relating to the Hybrid model have been solved.
6. The first ideas of cloud computing emerged in 70s-80s of the XX
century.
7. Hybrid cloud is the most popular technology with business manage-
ment.
8. Public clouds usually contain critical sensitive data.
9. Many financial institutions use a single private cloud and multiple
public clouds for various services.
10. Every IT manager has to make a sensible use of the mixure of the
private and public clouds.
11. Hybrid Cloud Computing is lack of operational flexibility inherent in
the Public cloud.
12. It is very important to manage cloud computing systems in a proper way.

Exercise 4. Match the terms in the left column with their definitions.

1. up-front a. a platform for experimentation of
large development projects.

2. outage b. an imitation of a real or original ob
ject, intended to be used as a practical
substitute.

3. test bed ¢. money given immediately upon the

completion of a financial agreement.

4. flexibility d. obstacle; a difficult problem to be
overcome.
5. matrics e. something that interests you because

it is important or affects you.

6. dummy f. an interruption or failure in the per-
formance of some operation (supply of
power, as an example).

7. hurdle g. the ability to change or be changed
easily to suit a different situation.

8. concern h. a set of figures or statistics that
measure results.
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Exercise 5. Say what terms are meant by the following descriptions?

1. It can occur in an information system when classified information is
found on a computer system which is not supposed to be there. This can
happen by accident, by transmission of insecure data, because the infor-
mation was changed to a different classification rating, because users did
not follow protocol and transferred information through insecure methods
such as floppy disks or thumb drives. It can also occur through a computer
virus or other form of malware.

2. It is a type of software delivery model that is installed and operated from
a customer's in-house server and computing infrastructure. It utilizes an or-
ganization’s native computing resources and requires only a licensed or
purchased copy of software from an independent software vendor. It is
known as shrink wrap.

3. It is a set of commands, functions, and protocols which programmers
can use when building software for a specific operating system. It allows
programmers to use predefined functions to interact with the operating sys-
tem, instead of writing them from scratch.

4. This concept i1s used in numerous fields such as cybernetics, biology,
ecology, network theory, and non-linear dynamics. The concept can be
summarized as all parts of a system interact with and rely on one another
simply by the fact that they occupy the same system, and that a system is
difficult or sometimes impossible to analyze through its individual parts
considered alone.

1) API; 2) condemination; 3) interconnectivity; 4) On-Premise Software.

Exercise 6. Find the following words and word combinations in the ap-
propriate paragraphs of the text and explain what they mean in the given
context.

to stay on-premise (1); to voice fears (2); mission-critical sensitive data (2); to
be wary of (2); alongside (2); a multi-tenant cloud (2); to be self-hosted by
the company (6); to be off-premise (6); investment hurdle (7); continued
maintenance requirements (7); to budget for needs (7); to override the ini-
tial planning costs (8).
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Exercise 7. Paraphrase the following statements simplifying their grammar.

1. The business benefits from the cost and flexibility advantages offered by
public cloud computing and can apply that model to the data that it feels
happy to manage externally.

2. This 1s not to say that public cloud computing resources are insecure, but
some companies are wary of housing their data alongside that of their
competitors in what is known as a multi-tenant cloud.

3. This saves valuable network and hardware resources for continued enter-
prise use while allowing the IT department to fully vet software-in-progress
before going live and without fear of harming the current network.

4. Public clouds allow for a low investment hurdle to activate and can be
cheaply scaled to more or less servers and network connections as needed.
5. The goal of a hybrid cloud system is to provide as many benefits of the
public and private cloud as possible while not incurring the risks associated
with them.

Exercise 8. Answer the following questions.

What are two types of cloud used by companies?

How do public and private clouds differ by their functions?
Why does hybrid cloud make business sense?

What challenge does the hybrid cloud offer?

What is ‘hybrid’ cloud computing?

What is the “hybrid cloud”?

What do companies use public and private clouds for?
When is the public cloud used as a test bed?

Why should IT managers be careful with the mixure of public and
private clouds?

10. What are the benefits of the hybrid system?

11. What are the downsides of the hybrid system?

12. What is the goal of a hybrid cloud system?

WX N kW=

Exercise 9. Pick up from the text all the information relating to the public
and private clouds. Prepare a short utterance about a) the public cloud; b)
the private cloud.

Exercise 10. Make up the summary and the abstract of the text in the writing.
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UNIT 6

Vocabulary

crawl (v)
reciprocal links
search engine
spider

URL

supplement (v)

Search engine

MEJIJIEHHO JIBUTAThCS, TTOJI3TU
B3aMMHBIE CCHUIKU (CBS3H)
MTOMCKOBAasi CUCTEMA
TIOUCKOBBIN areHT
YHUDUIIUPOBAHHBIA yKa3aTeb
MH(pOPMAIMOHHOTO pecypca
JOOTOJIHSTh

rank (v) paHXXHPOBATh, pacIoJiaraTh

(B ompeieICHHOM TTOPSIIKE)
bid on/for (v) 7ienaTh 3asBKy Ha 4TO-TO, IIpejylaraTh
verbiage dbpazeosnorus; cIOBECHOE BHIPAKECHHE
meet a criteria OTBEYATh KPUTEPUSIM
to refine (v) YTOYHATH, JETAIIM3UPOBATH
“Brick-and-Mortar” TpaJUIMOHHAs TOPTOBJIS Yepe3

OOBIYHBIE MAra3uHbI

(1) A Search Engine is not an engine in the normal sense, but it is actually
a software program that searches websites, documents, images, and even
videos for specific keywords. It returns a list of results where the keyword
or search term you typed was found. A Search Engine is actually a system,
the system which is made up of the hardware and software components of
a computer. Google and Yahoo are considered systems because they are
computers with software running on them. Search Engines are very com-
plex and the search algorithms are updated continuously.

(2) Search Engines use computer robot programs called spiders to gather
and store the information you’re searching. Spiders find the pages and then
pass the information on to another program for indexing. The spider identi-
fies the data and then stores it in the search engines database. The spiders
crawl along the web and find information about content by following other
links that have previously been crawled. This is why it’s important to have
links to useful content on your website, and also have other website link
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back to you. This process of linking is called reciprocal links, or back link-
ing. If you launch a website, but never link to other pages, your site will
more than likely not be found by the spiders. If your page has fresh content
on it, then the spiders will find you eventually, although it takes more work
and you have to manually submit the new Uniform Resource Locator to the
search engines indexing program.

(3) URL is the Uniform Resource Locator for a website. It can also be re-
ferred to as a domain name. Domains with rich keywords that get searched
a lot have a better chance at success in the search engines. The URL for
Google is google.com, and Microsoft has live.com. One popular search en-
gine, Ask Jeeves, has recently changed its name to Ask.com. Shorter do-
mains have more brand power and have sold for millions of dollars on the
open domain market. Short, three or four letter domains are very rare and
are owned by major players in the online world.

(4) Search Engines have become a very important aspect of commerce
online. Companies use Commerce or online commerce to support and sup-
plement their traditional “Brick and Mortar” locations. Search Engines are
used to find specific products that consumers are looking for to buy
online. Having your website come up in the search listings and providing
the customers with the product or information they are searching for is a
key. People are paying top dollar to be ranked at the top of the search en-
gines.

(5) Keywords are the terms that you type in the search engine. If it matches
the content that the search engine has stored in the database, the results are
returned. Short keywords like “Car” will return millions of results. To find
more specific, targeted results you can use long tail keywords which are
also used when the website wants to refine search terms. If you were
searching cars, for instance, you might want to include the brand name or
city you want to buy it from. This will return more specific search results
for your specific need. Working with long tail keywords successfully
means that a publisher needs to know which long tail keywords actually
get hits or are searched for on the major search engines. Research is the on-
ly way to know if long tail keywords will work or not. Google offers ad-
vertising where you can bid on specific keywords. This type of advertising
is called Pay-Per-Click Advertising. When the terms are searched, your ad
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shows up and you pay every time someone clicks your ad. PPC is a very
popular form of advertising in Search Engines. Keyword research tools
help with finding the specific terms that people are searching. They also
tell you the average monthly volume for a specific keyword, and the
amount of competition there is for that word as well. Click Through Rate is
the average percentage of clicks vs the average times your ad was actually
viewed. Ad copy and verbiage play a very important role as to how effec-
tive your Search Engine advertisements are.

(6) Ranking in a search engine is also very important. This is refered to as
the rank or position of the results returned by the Search Engine. When you
enter a term or keyword in Google for instance, the most relevant results
appear first. Ranking high in the search engines is a science in itself and
high ranks mean big money for businesses. If you can rank constantly on
the first page of the results, your success is almost guaranteed. The Search
Engines use a variety of criteria that the websites and other data types must
meet in order to rank high in the given Search Engine for a given term. So-
cial marketing is also another way to get ranked. Search Engines love web-
sites like MySpace.com, YouTube.com, and Digg.com because they al-
ways have fresh content to be indexed and have a multitude of links to fol-
low. Every time someone submits a new article or blog posting, the spiders
are there to index it. This is why social profiles are generally indexed in the
Search Engines even before a site that just launched. Search Engines play a
vital role in everyday life. People use them to study, work and play. Spe-
cialists in computers have made studying and mastering Search Engines a
daily journey, constantly learning new things about how they function and
how to get top rankings.

Exercise 1. Which of the following statements expresses the main idea of
the text?

1. A Search Engine is the system which is made up of the hardware and
software components of a computer.

2. Search Engines are very complex.

3. Search Engines have become a very important aspect of commerce
online.
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Exercise 2. Give the number of the paragraph which says about:

a) the functions of computer robot programs;
b) the special tools designed to find the specific terms that people are

searching;

c) the definition of a search engine;

d) the role of search engines in everyday life;

e) the complexity of search engines;

f) the role of search engines in developing trade;
g) major players in the online world;

h) the aspects influencing ads efficiency;

1) the environment providing profit in business.

Exercise 3. Define whether the following statements correspond to the
content of the text (true — T, false — F, not stated — NS).

1

AN

. A Search Engine is a system, the system which is made up of the

hardware components of a computer.

The search algorithms are updated once a day.

The only function of spiders is to find the necessary information.

Uniform Resource Locator is the same as a domain name.

Search engines are actively used in online commerce.

Research is one of the ways to know if long tail keywords will work

or not.

The term "social marketing" was coined in 1971 by Kotler and Zalt-

man.

. When someone submits a new blog posting, they are indexed by spi-
ders.

Exercise 4. Match the terms in the left column with their definitions.

1. CTR a. the software that gathers spe-

cific information in an automated
and orderly way from the Internet.

2. advertising b. contains a group of computers

that can be accessed and adminis-
tered with a common set of rules.
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3. verbiage c. is the highest amount being
paid for a commodity or service.

4. a domain d. selling goods, services or an
idea that promotes the overall
welfare of a community.

5. blog e. a way of measuring the success
of an online advertising campaign.

6. web spider f. When the context involves a
software or hardware system, this
refers to documentation.

7. social marketing g. the promotion of goods or
services for sale through imper-
sonal media (radio, TV, Internet).

8. top dollar h. a website containing short arti-
cles called posts that are changed
regularly.

Exercise 5. Find the following words and word combinations in the ap-
propriate paragraphs of the text and explain what they mean in the given
context.

to update continuously (1), to identify the data (2), to crawl along the web (2),
to manually submit (2), a domain (3), to match the content (5), targeted re-
sults (5), get hits (5), show up (5), constantly (6), blog posting (6), to mas-
ter Search Engines.

Exercise 6. Say what terms are meant by the following descriptions?

1. A conceptual two-point segment of an end-to-end circuit that connects
two end users and enables them to communicate, even when two separate
physical paths are used. In a satellite radio link, for example, there is an
uplink from the Earth station (i.e., antenna) to the satellite and a downlink
from the satellite to the Earth station.

2. Hyperlinks placed between two web pages in exchange for the other
page linking back. They are an important part of search engine optimiza-
tion as engines like Google rank the web pages in their results by the num-
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ber of different pages link to yours. By participating in link exchanges, a
site can increase its rank within the search engine's results.

3. A computer program that searches documents, especially on the World
Wide Web, for a specified word or words and provides a list of documents
in which they are found.

4. A formatted text string used by Web browsers, email clients and other soft-
ware to identify a network resource on the Internet. Network resources are files
that can be plain Web pages, other text documents, graphics, or programs.

5. A great way to quickly start generating traffic and solid sales to your
website. When a user searches in “Google”, “Yahoo”, “Bing”, Social Me-
dia network or their affiliate websites, you can bid for a search term and
have an ad displayed in the results. These ads are displayed on the top side
of search results.

1) URL; 2) search engine; 3) link; 4) Pay-Per-Click Advertising.
Exercise 7. Paraphrase the following statements simplifying their grammar.

1. If you launch a website, but never link to other pages, your site will
more than likely not be found by the spiders.

2. If your page has fresh content on it, then the spiders will find you even-
tually, although it takes more work and you have to manually submit the
new Uniform Resource Locator to the search engines indexing program.

3. Domains with rich keywords that get searched a lot have a better chance
at success in the search engines.

4. Having your website come up in the search listings and providing the
customers with the product or information they are searching for is a key.
5. Working with long tail keywords successfully means that a publisher
needs to know which long tail keywords actually get hits or are searched
for on the major search engines.

6. Specialists in computers have made studying and mastering Search En-
gines a daily journey, constantly learning new things about how they func-
tion and how to get top rankings.

Exercise 8. Answer the following questions.

1. What is meant by the computer term “Search Engine”?
2. What are the functions of computer spiders?
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(8}

What is the principle of a computer spider operation?
Who usually possesses shorter domains in online world?
5. What is the difference between online and “Brick and Mortar” com-
merce?
6. What is the role of keywords?
7. When is it necessary to work with long tail keywords?
8. What does the efficiency of your Search Engine advertisements de-
pend on?
9. What is ranking and what does high ranking mean for business?
10. Why are specialists in computers continuously working at learning
Search Engines?

e

Exercise 9. 1) Make up the plan of the text,

2) Make up the summary and the abstract of the text.

Charter 11
INFORMATION TECHNOLOGY SECURITY

UNIT 7 What is information technology security?
Vocabulary

sensitive information CeKpeTHasi HH(popMaIus
decipher (v) mudpoBaTh

encryption KOJMpOBaHue, MUPpOBaAHUE
unauthorized access HECAHKITMOHUPOBAHHBIN JOCTYII
legitimate 3aKOHHBII

confidentiality KOH(pHICHIINATBHOCTD
integrity LETTOCTHOCTh

vulnerability YS3BUMOCTh

robustness YCTOMYHUBOCTD

compromise (V) MOJABEpPraTh PUCKY

remote access YIaJICHHBIN JOCTYII
availability JOCTYITHOCTh
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tradeoff KOMITIPOMUCC
usability NPaKTUYHOCTh

(1) Security is a basic human concept that has become more difficult to de-
fine and enforce in the Information Age. In primitive societies, security
was limited to ensuring the safety of the group's members and protecting
physical resources, like food and water. As society has grown more com-
plex, the significance of sharing and securing the important resource of in-
formation has increased. Before the proliferation of modern communica-
tions, information security was limited to controlling physical access to
oral or written communications. The importance of information security
led societies to develop innovative ways of protecting their information.
For example, the Roman Empire's military wrote sensitive messages on
parchments that could be dissolved in water after they had been read. Mili-
tary history provides another more recent example of the importance of in-
formation security. Decades after World War II ended, it was revealed that
the Allies had gained an enormous advantage by deciphering both the
German and Japanese encryption codes early in the conflict. Recent inno-
vations in information technology, like the Internet, have made it possible
to send vast quantities of data across the globe with ease. However, the
challenge of controlling and protecting that information has grown expo-
nentially now that data can be easily transmitted, stored, copied, manipu-
lated, and destroyed.

(2) Within a large organization information technology generally refers to
laptop and desktop computers, servers, routers, and switches that form a
computer network, although information technology also includes fax ma-
chines, phone and voice mail systems, cellular phones, and other electronic
systems. A growing reliance on computers to work and communicate has
made the control of computer networks an important part of information
security. Unauthorized access to paper documents or phone conversations
is still an information security concern, but the real challenge has become
protecting the security of computer networks, especially when they are
connected to the Internet. Most large organizations have their own local
computer network, or intranet, that links their computers together to share
resources and support the communications of employees and others with a
legitimate need for access. Almost all of these networks are connected to
the Internet and allow employees to go "online."
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(3) Information technology security is controlling access to sensitive elec-
tronic information so only those with a legitimate need to access it are al-
lowed to do so. This seemingly simple task has become a very complex pro-
cess with systems that need to be continually updated and processes that need
to constantly be reviewed. There are three main objectives for information
technology security: confidentiality, integrity, and availability of data. Confi-
dentiality is protecting access to sensitive data from those who don't have a
legitimate need to use it. Integrity is ensuring that information is accurate and
reliable and cannot be modified in unexpected ways. The availability of data
ensures that is readily available to those who need to use it.

(4) Information technology security is often the challenge of balancing the
demands of users versus the need for data confidentiality and integrity. For
example, allowing employees to access a network from a remote location,
like their home or a project site, can increase the value of the network and
efficiency of the employee. Unfortunately, remote access to a network also
opens a number of vulnerabilities and creates difficult security challenges
for a network administrator.

(5) Information Security involves a Tradeoff between Security and Usabil-
ity: There is no such thing as a totally secure system — except perhaps one
that is entirely unusable by anyone! Corporate Information Security’s goal
1s to provide an appropriate level of security, based on the value of an or-
ganization’s information and its business needs. The more secure a system
is, the more inconvenience legitimate users experience in accessing it.

Exercise 1. Which of the following statements expresses the main idea of
the text?

1. Information technology security is simply the process of keeping in-
formation secure.

2. Protecting sensitive information and the security of computer net-
works is the main concern of ITS.

3. ITS provides appropriate level of security.

Exercise 2. Give the number of the paragraph which says about:

Organization of information technology security within large companies;
main objectives of information technology security; basic concept of secu-
rity; totally secure computer systems; legitimate need for access; balanc-
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ing the demands of users versus the need for data confidentiality; availa-
bility of data; protecting the security of computer systems; origins of in-
formation technology security; local computer networks.

Exercise 3. Match the terms with their definitions:

1. Integrity

2. Vulnerability

3. Information security

4. Encryption

5. Confidentiality

6. Availability

a.

Application of cryptography to make in-
formation unintelligible, i. e. translating
plaintext into ciphertext using a pre-
scribed algorithm and a key.

. Not permitted, accepted or agreed by

management.

. One of the three core elements of in-

formation security, along with availabil-
ity and integrity. It essentially concerns
secrecy or privacy.

. The preservation of confidentiality, in-

tegrity and availability of information. In
addition, other properties, such as authen-
ticity, accountability, non-repudiation,
and reliability can also be involved.

. Weakness in an information system, or

cryptographic system, or components
(e.g., system security procedures, hard-
ware design, internal controls) that
could be exploited to violate system se-
curity policy and result in a security
breach.

Property of completeness and accuracy
of information. Protected through con-
trols such as referential integrity, data en-
try validation, digital signatures, honesty,
ethics and trust. One of the three core el-
ements of information security, along
with confidentiality and availability.
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7.

Unauthorized g. One of the three core elements of in-
formation security, along with confiden-
tiality and integrity. It concerns the re-
quirement for information, IT systems,
people and processes to be operational
and accessible when needed.

Exercise 4. Define whether the following statements correspond to the
content of the text (yes, no).

l.
2.

Security 1s a basic human concept that is easy to define.

Information security is limited to controlling physical access to oral
or written information.

The requirements for controlling and protecting information have
grown exponentially.

Control of computer networks is an important part of ITS.

. Protecting the security of computer networks, especially when they

are connected to the Internet, has become the real challenge.
Information technology security is controlling access to all electronic
information.

There are three main objectives for ITS: confidentiality, integrity and
availability of data.

. Allowing employees to access a network from a remote location can

decrease the number of vulnerability.
Information technology security is a responsibility only of those who
are directly concerned with it.

Exercise 5. Paraphrase the following statements simplifying their grammar.

l.

2.

3.

Decades after World War II ended, it was revealed that the Allies had
gained an enormous advantage by deciphering both the German and
Japanese encryption codes early in the conflict.

Unauthorized access to paper documents or phone conversations is
still an information security concern, but the real challenge has be-
come protecting the security of computer networks, especially when
they are connected to the Internet.

Information technology security is controlling access to sensitive
electronic information so only those with a legitimate need to access
it are allowed to do so.
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4.

5.

This seemingly simple task has become a very complex process with
systems that need to be continually updated and processes that need
to constantly be reviewed.

Allowing employees to access a network from a remote location, like
their home or a project site, can increase the value of the network and
efficiency of the employee.

Exercise 6. 1) Give the definitions of the following terms:
a) Intranet; b) confidentiality; c) integrity; d) availability of data.

2) Deduce your own definition of ITS.

Exercise 7. Answer the following questions:

nali

PN

. Did the problem of security exist in primitive societies?

Why has the significance of sharing and securing the important re-
sources of information increased in a modern society?

What examples of the importance of IS are given in the text?

What has made the control of computer networks an important part
of ITS?

What is the most important task of ITS?

Who is allowed to get access to sensitive electronic information?
What are the 3 main objectives of ITS?

What are the advantages and disadvantages of an access from a re-
mote location?

Are there any totally secure systems?

Exercise 8. Arrange the following headings in the logical order. Match
them with the paragraphs of the text. Make up the summery of the text.

1. The demands of users versus the need of data confidentiality and integ-

rity;

2. Responsibility for ITS;

3. History of information security;
4. Main objectives of ITS;

5. ITS 1n the digital era.
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UNIT 8 Data classification

Vocabulary

sensitivity CTEIEeHb KOHPUACHIIUATIBHOCTH

top secret COBEPIIICHHO CEKPETHBIN

secret CEKPETHBIH

confidential JTaHHBIE OTPAHMYEHHOTO MOJb30BaAHUS

security clearance MIPOBEPKA HA OTCYTCTBUE HApyIICHUN
CEKpPETHOCTH

public information uHdOpMaIys, TOCTYITHAS
HEOTPAaHUICHHOMY KPYTY JIUII

level of protection YPOBEHb 3aLUTHI

backup pe3epBHOE KOMMUPOBAHUE

adequate security control COOTBETCTBYIOIIUNA KOHTPOJIb
0€30IMacHOCTH

fraudulently obtained MOJIYYEHHBI1 OOMaHHBIM ITyTEM

(1) One of the foundational elements of an information security program is
the existence of and adherence to a formal data classification scheme. Yet,
many organizations—even those that profess a commitment to protecting
company and customer information—fail to implement data classification.
We will look at the reasons that data classification can be difficult and of-
fers several practical guidelines to overcome these obstacles.

What is data classification?

(2) Data classification is a simple concept. It is a scheme by which the or-
ganization assigns a level of sensitivity and an owner to each piece of in-
formation that it owns and maintains. In a hospital, for example,
a data classification scheme would identify the sensitivity of every piece of
data in the hospital, from the cafeteria menu to patient medical records.
The most widely recognized data classification scheme is the one used by
governments, such as the U.S., which assigns classifications such as:

« Top secret

« Secret

« Confidential
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(3) When a document, letter, memo, or other piece of information is created,
the owner assigns to it a classification level, which among other things, de-
fines the security clearance of individuals that can access that information.

(4) Similarly, in business, organizations adopt data classification schemes
to define the levels of confidentiality that are required for each piece of in-
formation created or maintained by the organization. A corporate data clas-
sification scheme might comprise information classifications such as:
Company confidential

Private

Sensitive

Public

(5) Such a scheme greatly facilitates data security, because it instantly
identifies and communicates the level of protection required for any piece
of data as well as the audience that may view it. For example, a document
that is tagged as "company confidential" is easily recognized as not to be
released outside of the company. Further, it limits those who may access
the information to a defined group.

(6) A good data classification scheme also includes a time-element, to al-
low a piece of information to change its status on a certain date. An exam-
ple would be a public company's earnings announcement, which might be
company confidential until the date of the earnings announcement, at
which time it becomes "public."

(7) There are many other attributes to data classification schemes, but these
few points are sufficient to establish why data classification is fundamental
to information security. Without a data classification scheme, an organiza-
tion treats all information the same. This increases the probability that sen-
sitive data will not have adequate security controls, increasing the risk of
sensitive data being compromised. It also means that less sensitive data
will have more security controls than necessary, leading to unnecessary re-
strictions and loss of efficiency for operational personnel.

Consequence of failure in data classification

(8) Two high profile cases in 2005 show the severe losses that can arise
when data is not properly classified, the scheme is not adhered to in prac-
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tice, or the scheme is not used to drive security controls appropriate for
each class of data.

(9) In early 2005, ChoicePoint, a U.S. firm that provides information on
consumers to insurance companies and other types of businesses and gov-
ernment agencies, revealed that criminals had fraudulently obtained valid
customer accounts that enabled access to approximately 150,000 consumer
names, addresses, Social Security numbers, and credit reports. Clearly, the
security controls that ChoicePoint had in place for its new customer ac-
count setup process were not adequate for the class of data that it allowed
such customers to access.

(10) Around the same time, Bank of America disclosed that it lost several
backup tapes in transit to a backup center. The tapes contained financial in-
formation on 1.2 million government employees that were members of the
U.S. government's SmartPay credit card program. Although the Bank's da-
ta classification scheme may have recognized the confidential nature of
such information when residing on the Bank's primary systems, it did not,
in this case, appear to extend to the same information when it was con-
tained on backup media.

(11) Although ChoicePoint and Bank of America can be faulted for not ad-
equately protecting confidential information, it is likely that both organiza-
tions had a data classification scheme in place. The problem was that they
did not have adequate security controls based on the classification, at least
in these instances.

(12) Many organizations have an even more fundamental problem: they do
not have any data classification scheme at all. If data classification is a
foundational requirement for information security, what explains this fail-
ure?

(13) First, data classification is one place where the old maxim is true: per-
fection is the enemy of the good. Some security professionals insist upon a
scheme that is perfect in theory, but difficult to implement. For example, 1f
most users are ignorant of basic security practices, successfully implement-
ing a robust data classification scheme will be extremely challenging. A
data classification program will only be effective if employees are willing
to properly classify each piece of information and maintain the classifica-
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tion. An organization will be better served by a simple data classification
scheme that 1s put into practice — even one that is theoretically imperfect —
than the perfect scheme that exists in name only.

(14) Second, the development and implementation of data classification
can be downright expensive. The costs are two-fold: the cost of developing
the data classification scheme with appropriate controls based on each
class of data and then training all employees to recognize and classify data
accordingly. The development and training effort can be significant, but
there is even more effort required to classify existing data and to continue
to classify new data on an on-going basis. For healthcare organiza-
tions, financial services firms, and others that are required by law to classi-
fy data, the cost of these efforts may be rationalized in terms of regulatory
compliance. But for non-regulated organizations, it is often difficult for
management to justify such efforts as a necessary part of doing business.

Finally, the leaders of the security program — the chief information security
officer, and others — often lack the authority to drive a data classification
program through to full implementation. In many companies, the security
program does not have the political clout required to gain acceptance for
such an ambitious initiative.

Exercise 1. Which of the following statements expresses the main idea of
the text?

1. Data classification is one of the foundational elements of information
security.

2. Each piece of information created should be assigned its classifica-
tion level.

3. Without a data classification scheme an organization might suffer
from constant security breaches.

Exercise 2. Give the number of the paragraph which says about:

not adequate security control based on the classification of data; time — el-
ement; cost of development and implementation of data classification; def-
inition of data classification; classification of data that might be compro-
mised; most widely recognized data classification scheme; security clear-
ance; data classification as fundamental to information security; data clas-
sification as a foundational requirement for information security.

54



Exercise 3. Define whether the following statements correspond to the
content of the text (yes, no).

1.
2.

Data classification is of the least concern for many organizations.
Data classification is a scheme by which an organization defines an
owner to each piece of information.

. According to the classification used by the US government all infor-

mation can be assigned as top secret, secret and public.

After creating any piece of information the owner should assign to it
a classification level.

Most corporate data classification scheme might comprise the fol-
lowing levels of confidentiality — company confidential, private, sen-
sitive, public.

Data classification scheme limits access to the information.

Exercise 4. Match the terms with their definitions:

1.

2.

3.

4.

5.

Sensitive a. Highly sensitive internal documents that
could seriously damage the organization if
such information were lost or made public.
It has very restricted distribution and must
be protected at all times. Security at this
level is the highest possible.

Public b. The prevention of unauthorized use of a
resource, including the prevention of use
of a resource in an unauthorized manner.

Top secret c. Information in the public domain; annu-
al reports, press statements etc.; which has
been approved for public use. Security at
this level i1s minimal.

Confidential d. Privileged or proprietary information
which if compromised by corruption, al-
teration, loss or misuse, could cause seri-
ous harm to the organization owing it.

Access control e. It 1s not available or disclosed to unau-
thorized individuals.
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Exercise 5. Paraphrase the following statements simplifying their grammar.

1. When a document, letter, memo, or other piece of information is created,
the owner assigns to it a classification level, which among other things, de-
fines the security clearance of individuals that can access that information.
2. A document that i1s tagged as “company confidential” is easily recog-
nized as not to be released outside of the company.

3. It increases the probability that sensitive data will not have adequate se-
curity controls, increasing the risk of sensitive data being compromised.

4. Although the Bank’s data classification scheme may have recognized
the confidential mature of such information when residing on the Bank’s
primary system, it did not, in this case, appear to extend to the same infor-
mation when it was contained on backup media.

5. The development and training effort can be significant, but there is even
more effort required to classify existing data and to continue to classify
new data on an ongoing basis.

Exercise 6. Give your own interpretation of the following words and word
combinations used in the text:

a) Data classification; b) a classification level; c) a corporate data classifi-
cation scheme; d) a time-element; e) adequate security control.

Exercise 7. Answer the following questions.

1. What is one of the foundational elements of an information security
program?
. What is data classification?
. What is the most widely recognized data classification scheme?
. When should a document be given its classification level?
. What classification levels does a corporate data classification scheme
comprise?
. How can you explain the term “a time-element™?
7. Why 1s data classification fundamental to information security?
8. How did the criminal obtain the access to valid customers’ accounts
of ChoicePoint insurance company?
9. Was the Bank of America data classification scheme properly orga-
nized?
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10. What were the consequences of failure in data classification in Choice-
Point and Bank of America?

11. Why is implementing of data classification difficult?

12. What does the cost of implementation of data classification include?

Exercise 8. Divide the text into logical abstracts and give each of them its
logical name. Write at least 4 sentences to each item of your plan. Make up
the summery of the text.

UNIT 9 How does a computer virus work?
Vocabulary

Intricate 3aIyTaHHBIM, 3aMbICIIOBATHIN
Cell KJIETKA

Loophole nazenka

Bragging right MOBOJ JUIsl TOPAOCTH

Rely on (v) HAJIeSAThCS, MTOJAraThCs

Shut off (v) OTKJIFOYATh

Crack down on (v) pacnpaBUTHCS

(1) You might be surprised to find out that computer viruses are in reality
marvels of the Information Age! So let us have a look at how computer vi-
ruses work... Although computer viruses are very simple computer pro-
grams, a properly engineered virus can have a devastating effect, causing
information loss and damages of billions of dollars. For example, the
Melissa virus (March 1999) forced Microsoft and other corporations to
completely shut off their email system. That was a wonder of modern pro-
gramming and nothing could stop it at that time.

(2) Computer viruses work much the same way that biological viruses
work. This is actually why they are called viruses. However, instead of a
computer virus being passed from one person to another, they are passed
from one computer to another. A biological virus requires a virus to attach
itself to another cell in the body and pass the virus into the cell. The virus
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will then use the components of the healthy cell to reproduce itself. In this
case, the cell will either become so full of the replicated virus cells that it
eventually bursts, releasing the virus on to other cells, or the cells of the vi-
rus will simply use the healthy cell to launch the virus cells to other healthy
cells one at a time. A computer virus works much the same way.

(3) Viruses are small pieces of software that attach themselves to real soft-
ware (or even media, like photos, mp3s, or movies). Whenever a user runs
the infected file(s), the virus comes to life and can either replicate and in-
fect other programs and files, or explode with its full power. That in gen-
eral is how a computer virus works. Nowadays viruses are mainly focused
on replication. Otherwise, they would be useless. Of course, they can erase
the entire hard disk of your computer, but that is all.

(4) Once the healthy program starts running, the computer virus will then
be able to run, attach itself to other programs, and cause major destruction.
Computer viruses, unlike biological viruses, are created by people. People
write code that contains a computer virus, then test it to make sure that it
works, and attach some form of action to the virus. That action is whatever
the virus will do once it lands on a computer. Attaching this action is when
the virus creator either makes the virus come up with a happy face on
someone’s computer or erase their entire hard drive. There are a few rea-
sons why people write such destructive viral codes. One is simply because
they know how. And when they find a security loophole in a computer,
they want to take advantage of it before someone else does. Others do it
just for the thrill, just like others draw graffiti or break into cars simply for
a thrill. And of course, there’s always bragging rights that go along with
creating a particularly intricate and complicated virus that’s hard to crack.
However, because government officials are starting to crack down on these
virus creators that cause so much damage, those bragging rights might be-
come a thing of the past!

(5) There are two phases in how a computer virus works. The first phase is
the infection phase. Once the user runs the infected entity, the virus will
load into memory. It then scans for other programs and attempt to spread
and infect them as well. It does this by modifying the program to add its
code. Depending on its complexity, the computer virus might also attempt
to search for, and infect, PCs linked to the infected computer, throughout
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the network. After the replication, the virus launches the real program, so
the user has no knowledge of the infection. If this were the only thing a
computer virus can do, nobody would hate them so much. However, now
comes the dangerous phase.

(6) Most viruses have an attack phase, which causes the damage. This at-
tack phase is triggered by a random event. For example, one might open
Windows Media Player and trigger the virus. Other triggers, such as a spe-
cific date, or a specific number of replications are also used. Some viruses
also react to antivirus software or to different files on the hard drive. There
are viruses know to disable antivirus tools to make sure they are free to do
whatever they were programmed to do. In the attack phase, the virus can
do virtually anything from printing a message on the screen to a total erase
of the user’s hard disk.

(7) This gives you a basic idea of how a computer virus works and the re-
sults can be catastrophic to the user. In a manner of seconds, you can lose
months of work or, worse, lose your entire computer. There are viruses that
are so aggressive that they render computers unusable. Well, at least until
some parts of them are replaced. One might be lucky and end up with a sil-
ly message on the screen or a few mp3s deleted, but these are very friendly
viruses. But all hope is not lost and people don’t simply have to rely on the
hope that a virus doesn’t land on their computer. There are many security
measures that any computer user can take to protect themselves against
computer viruses. Traditional viruses, although less common now, can be
protected against by running a more secure operating system such as Unix
on a computer. Viruses on these types of operating systems are virtually
unheard of because no one except the authorized user ever has access to
the hard drive. For operating systems such as MAC or Windows, it’s ex-
tremely important to place some virus protection such as Norton or
McAffey on the computer to keep it safe and protected against viruses. It’s
also important to never open any executable attachments that come with
email messages. Files that have EXE, COM, or VBS are executable pro-
grams. Once you open them, you give them free access to your computer,
allowing them to do whatever they wish. Programs found on the Internet
are much more vulnerable to viruses than programs that are purchased on
CD. Because of this, buying software from manufacturers that comes on its
own CD is sure to be a better safeguard against viruses than downloading
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programs online. Lastly, it’s also very important to stay informed on what
new security patches can be downloaded to protect PCs. By taking these
few simple steps, you can be sure that you are doing what you can to save
yourself major headaches down the road.

Exercise 1. Which of the following statements expresses the main idea of
the text?

1. Most viruses have two phases of work — an attack and infection
phase.

2. Viruses are created by people for different reasons.

3. Programs found on the Internet are much more vulnerable to viruses
than programs that are purchased on CD.

Exercise 2. Give the number of the paragraph which says about:

2 phases of a computer virus work; the reasons why people write destruc-
tive viral codes; an attack phase of a virus; resemblance of a computer vi-
rus to a biological virus; general ways of a computer virus work.

Exercise 3. Define whether the following statements correspond to the
content of the text (yes, no).

1. Computer viruses are rather complicated computer programs.

2. Whenever a user runs the infected file(s), the virus comes to life and
can either replicate and infect other programs and files, or explode
with its full power.

. All viruses have two phases — an attack phase and an infection phase.

4. In the attack phase, the virus can do virtually anything from printing a
message on the screen to a total erase of the user’s hard disk.

5. There are viruses known to disable antivirus tools to make sure they
are free to do whatever they were programmed to do.

6. Traditional viruses, although less common now, can be protected
against by running a more secure operating system such as Unix on a
computer.

7. Once you open executable programs, you give them free access to
your computer, allowing them to do whatever they wish.

8. Downloading programs from the Internet is safe.

(98]
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Exercise 4. Match the terms with their definitions.

[

to replicate a. A process of loading a virus into com-
puter memory

viral code b. A mechanism that starts a series of
events
. an infection phase c. To create a copy of something
an attack phase d. A code that contains a virus
. trigger e. A piece of software designed to update a

computer program, or its supporting data

executable program f. A process of causing damage to soft-
ware/hardware
security loophole g. a file containing a program that will run

as soon as it 1s opened

. patch h. A vulnerability in software, typically in

the operating system, that enables an at-
tacker to compromise the system.

Exercise 5. Paraphrase the following statements simplifying their grammar.

. That action is whatever the virus will do once it lands on a computer.

There are viruses know to disable antivirus tools to make sure they
are free to do whatever they were programmed to do.

. Depending on its complexity, the computer virus might also attempt

to search for, and infect, PCs linked to the infected computer,
throughout the network.

Viruses on these types of operating systems are virtually unheard of
because no one except the authorized user ever has access to the hard
drive.

. Buying software from manufacturers that comes on its own CD is

sure to be a better safeguard against viruses than downloading pro-
grams online.
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Exercise 6. Give your own interpretation of the following words and word
combinations used in the text:

A computer virus; a devastating effect; a healthy program; replication; a
security loophole; an intricate virus; a friendly virus.

Exercise 7. Answer the following questions.

What problems can a computer virus cause?

Why are computer viruses called so?

What is a virus?

How do computer viruses spread?

What is the difference between a biological virus and a computer virus?
What are the reasons for creating viruses?

What are the two phases of a computer virus work?

What is done during the attack phase?

What is done during the infection phase?

What measures should be take for protecting your computer from vi-
rus attacks?
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Exercise 8. Make up the plan of the text and render its content.

UNIT 10 How does antivirus software work?
Vocabulary

With a clean sweep C TIOJIHOM 3aMEHOM

Registry folder TarKa peecTpoB

Common sense 3JIpaBbIi CMBICII

Keylogger JIOTTEP KJIaBUATYPbI

Odd CTpaHHBIN

Questionable COMHHTEIbHBIM

Alert (v) peaynpexaaTh 00 OMacHOCTH

(1) Antivirus software is practically a requirement for anyone using the
Windows operating system. While it's true you can avoid computer viruses
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if you practice safe habits, the truth is that the people who write computer
viruses are always looking for new ways to infect machines. There are sev-
eral different antivirus programs on the market - some are free and some
you have to purchase. Keep in mind that free versions often lack some of
the nicer features you'll find in commercial products.

(2) Let's start with the assumption that you're able to run antivirus soft-
ware. Assuming your antivirus software is up to date, it should detect mal-
ware on your machine. Most antivirus programs have an alert page that
will list each and every virus or other piece of malware it finds. You
should write down the names of each malware application your software
discovers.

(3) Many antivirus programs will attempt to remove or isolate malware for
you. You may have to select an option and confirm that you want the antivi-
rus software to tackle the malware. For most users, this is the best option - it
can be tricky removing malware on your own. If the antivirus software
says it has removed the malware successfully, you should shut down your
computer, reboot and run the antivirus software again. This time, if the
software comes back with a clean sweep, you're good to go. If the antivirus
software finds different malware, you may need to repeat the previous
steps. If it finds the same malware as before, you might have to try some-
thing else.

(4) If you can't access your antivirus software or you keep seeing the same
malware pop up scan after scan, you may need to try and start your com-
puter in Safe Mode. Many computer viruses will store files in your Win-
dows registry folder. This folder acts like a database of instructions and
tells your operating system important information about the programs you
have on your computer. It can also tell viruses to activate as soon as the
operating system loads. Starting your computer in Safe mode allows you to
work with your machine using only the core elements of the Windows OS.

(5) Try running your antivirus software in this mode. If you see new mal-
ware pop up, you may have hit upon your solution. Some malware exists
only to download other kinds of malware and install them on your ma-
chine. If you can remove all of these applications, you'll be in good shape.
If for some reason your antivirus software can't remove the virus on its
own, it's time to do a little more research. Remember when we said you
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should write down the names of all the malware applications that your
software discovered? Here's where that comes into play. You'll need to re-
search each of those files online using the appropriate Internet security
firm. Make sure to use the same firm that produces the antivirus software
you're using. That's because different firms sometimes give the same virus
different names. Not all firms will refer to the same virus the same way.

(6) Most Internet security firms will list all the files associated with a par-
ticular virus and tell you where you can expect to find those files. You may
have to do some digging to find each file. Before you delete any files, you
should save a backup copy of your Registry folder. If you accidentally de-
lete the wrong file, you may make it difficult or impossible to run your
computer properly. Delete all the files associated with the malware on your
list. Once that's done, you'll need to reboot your computer and run your an-
tivirus software again. Hopefully nothing else will pop up. You may want
to update your login information for your various accounts online. Some
malware has keylogging software that can send your passwords and infor-
mation to a remote user. It's better to be safe than sorry.

(7) There are some simple rules you can follow that will help you
avoid computer viruses. Most of these fall under the category of common
sense.

* Don't open strange e-mail attachments or click on hyperlinks in e-
mail. Virus programmers love to trick people into clicking on links that
will lead them to malicious software. Let people know that you don't click
on hyperlinks in e-mail unless the sender includes a description of the link
and what it leads to. If your e-mail client supports autolaunch, turn it off.
Otherwise you might automatically activate a computer virus just by open-
ing the e-mail.

*The same applies to other messages you might encounter. Hyper-
links in message boards, Facebook messages or instant messages can
sometimes lead to malware. Pay attention to the source of the message.
Look for any unusual signs like misspellings or odd sentence structure,
particularly if the person who sent you the message normally avoids errors.
If you do see an odd link, you may want to let the sender know — he or she
might be the victim of a hacked account.
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* Don't visit questionable Web sites. This includes everything from
software and music to video piracy sites. Many current Web browsers will
alert you if you try to go to a site that is known for hosting malware. Pay
attention to these warnings and stay away from those sites.

* Pay close attention to any windows that pop up while you surf
the Web. If you see a notification claiming that you need to download the
latest video driver to watch something, use caution. This is a common tac-
tic used to distribute malware.

* Run your antivirus software at least once a week. You should also
make sure your antivirus software and OS remain current by downloading
updates and patches on a regular basis. Most antivirus software updates at
least once a week as security firms add more virus information to their da-
tabases.

» Avoiding viruses might sound like a lot of work but keep in mind
it's easier than fixing a computer that's been hit with a virus.

Exercise 1. Which of the following statements expresses the main idea of
the text?

1. If you run your antivirus software regularly your computer will be
save from malicious programs.

2. Antivirus software is practically a requirement for anyone using the
Windows operating system.

3. You should follow a certain set of rules to keep your computer virus
free.

Exercise 2. Give the number of the paragraph which says about:

Safe mode; Windows registry folder; information on an alert page; differ-
ent kinds of antivirus software; hyperlinks that might lead to malware; re-
booting and running antivirus software after removing malware; different
names for the same viruses.

Exercise 3. Define whether the following statements correspond to the
content of the text (yes, no).

1. If you practice safe habits, you can avoid computer viruses.
2. You have to purchase all antivirus software programs.
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3. All antivirus software programs have an alert page that will list each
and every virus or other piece of malware it finds.
4. Many antivirus programs will attempt to remove or isolate a virus
without your assistance.
5. You should always reboot your computer after the malware has been
deleted successfully.
6. Many computer viruses will store files in your Windows Registry folder.
7. All malware exists only to download other kinds of malware and in-
stall them on your computer.
8. Before deleting any files you should save a backup copy of your
Registry folder.
9. You may automatically activate a computer virus just by clicking on
unknown links.
10. All current Web browsers will alert you if you try to go to a site host-
ing malware.
11. You should always make sure your antivirus software and operating
system remain current by downloading updates and patches.

Exercise 4. Match the terms with their definitions.

1. malware a. to remove power from a computer's main
components in a controlled way.

2. to shut down the b. a running computer system is restarted, ei-
computer ther intentionally or unintentionally.

c. any type of software used to disrupt com-
puter operation, or gain access to private

computer.

3. rebooting d. a file sent with an e-mail message

4. registry folder e. a way for the Windows operating system to
run with the minimum system files neces-
sary.

5. keylogging f. to start a computer automatically.

6. attachment . the practice of covertly recording and moni-
toring keystrokes on a remote computer,
typically using a dedicated software appli-

cations or piece of implanted hardware.

(=]
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7.

8.

autolaunch h. database used by Microsoft Operating sys-
tem to store configuration information in-
stalled on a computer

safe mode i. and extra part or extension that is or can be
sent along with an e-mail

Exercise 5. Paraphrase the following statements simplifying their grammar.

1.

While it’s true you can avoid computer virus if you practice safe hab-
its, the truth is that the people who write computer viruses are always
looking for new ways to infect machines.

. Starting your computer in Safe mode allows you to work with your

machine using only the core elements of the Windows OS.

. Virus programmers love to trick people into clicking on links that

will lead them to malicious software.
If you see a notification claiming that you need to download the lat-
est video driver to watch something, use caution.

. Many current Web browsers will alert you if you try to go to a site

that is known for hosting malware.

Exercise 6. Give your own interpretation of the following words and word
combinations used in the text:

Antivirus software; an alert page; reboot a computer; safe mode; clean
sweep; login information; message board; questionable site; to remain cur-

rent.

Exercise 7. Answer the following questions.

1.

Is antivirus software a compulsory requirement for anyone using the
Windows Operating System?
What information is listed on an alert page?

. What is the best option for most users after a virus has been spotted

on your computer?
What should be done if you keep seeing the same malware pop up
scan after scan?

. Where do many computer viruses store their files within an operating

system?
Why is it important to write down the names of all the malware ap-
plications that your software discovered?
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7. Do all firms use the same names for all the viruses?
8. Why should a backup copy of your Registry folder be saved?
9. How does keylogging software act?

10. How often should you run antivirus software?

Exercise 8. Make up the plan of the text and render its content.

UNIT 11 Types of computer crimes and their impact

Vocabulary

bundled software

original equipment
unbundling
soft lifting

to counterfeit (v)
peer-to-peer
shareware
executable file
replicate (v)
backdoor (trapdoor)

to disrupt (v)
retaliation

ping of death

to round down (v)
cumulative

bogus

crangaptHoe I10 (mocraBisiemoe

B KoMmIuiekTe ¢ I1K)

W3TOTOBUTEIh KOMILJIEKCHOTO 000PYI0BaHHUS
Pa3yKOMILJIEKTOBaHHUE

pacceunBanue 110, He3aKOHHOE pa3MHOKEHHE
I1O

banbcupUIIUpPOBaTh, MOJICIBIBATH
NMUPUHTOBBIN, ICIICHTPATN30BaHHBIN
ycaoBHO-0OecratHoe [10

daiin, conepkanuii HCIIOTHUMBIN KO/
KOTIUPOBATh, TUPAXKUPOBATH

«J1azeikay (I0CTyI B 00X0/1 CUCTEMBI
0€30I1acHOCTH)

MOPBIBaTh, HAPYIIIATh

pacruiata, Bo3Me3aue

9X0-3aIlPOC HECTAHIAPTHOTO pa3Mepa
OKPYTJIATh B MEHBIITYIO CTOPOHY
COBOKYITHBIN

(UKTHUBHBIMI

(1) Cyber crime is faster growing crime in the world with millions of peo-
ple affected every day. The effects of one successful attack on a corpora-
tion can have far-reaching implications, including financial losses at the
corporate level, to stock losses and money lost for consumer or stock hold-
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ers. According to the Congressional Research Service, several computer
security consulting firms estimate global financial losses from viruses,
worm attacks and other hostile computer-based attacks to be between $13
and $226 billion. Laws have been swiftly put into place to halt these types
of attacks, but criminals find haven in countries with lax cyber crime law.
According to crime-research.org, as early as 2003 the United States was
already leading the world in percentage of cyber attacks at 35,4 percent,
followed by South Korea at 12,8 percent. Countries with high rates of
computer piracy, such as Russia, have reacted slowly to cyber crime.
Cyber attacks come in several forms, with the hacker varying his methods
depending on the target, the situation and what he is seeking.

Software piracy

(2) Most retail programs are licensed for use at just one computer site or
for use by only one user at any time. By buying the software, you become
a licensed user rather than an owner. You are allowed to make copies of
the program for backup purposes, but it is against the law to give copies to
friends and colleagues.

(3) Some common types of software piracy include counterfeit software,
OEM unbundling, softlifting, hard disk loading, corporate software piracy,
and Internet software piracy. OEM (original equipment manufacturer) un-
bundling involves dissembling the bundled software that is sold in con-
junction with OEM hardware and installing it on other machines. soft lift-
ing occurs when users share their software with other users who are not au-
thorized to have access by the End-user License Agreement. Hard disk
loading takes place when an unauthorized copy of commercial software is
installed onto a computer system. The end user, or purchaser in this case,
will then use the computer system with pirated software, often not realizing
that the software that was pre-installed on the computer system is not legit-
imate. This type of piracy is most common with operating systems, espe-
cially older Microsoft branded operating system such as Windows 95 and
Windows 98.

(4) Counterfeit software occurs when fake copies of software are produced
in such a way that they appear to be authentic. Counterfeit software would
include CD or DVD along with any accompanying manuals that the origi-
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nal legitimate software was sold with, but sold at a price well below that of
the legitimate software. Internet software piracy involves illegally obtained
software, through Internet channels, usually through peer-to-peer file shar-
ing systems or downloaded from pirate Web sites. Corporate software pi-
racy occurs when corporations underreport the number of software installa-
tions acquired through volume purchase agreement.

(5) Originally, software companies tried to stop software piracy by copy-
protecting software. This strategy failed, however. An entirely different
approach to software piracy, called shareware, acknowledges the futility of
trying to stop people from copying software and instead relies on people’s
honesty. Shareware publishers encourage users to give copies of programs
to friends and colleagues but ask everyone who uses a program regularly to
pay a registration fee to the program’s author directly.

Viruses, Worms and Trojan Horses

(6) Viruses, worms and Trojan horses are all malicious programs that can
cause damage to the computer, but there are differences among them.

A computer virus attaches itself to a program or file enabling it to spread
from one computer to another, leaving infections as it travels. Some virus-
es may only cause annoying effects while others can damage your hard-
ware, software or files. Almost all viruses are attached to an executable
files, which means the virus may exist on your computer but it actually
cannot infect your computer unless you run or open the malicious program.
It is important to note that a virus cannot be spread without a human ac-
tion, such as running an infected program, to keep it going.

(7) A worm is similar to a virus and is considered to be a sub-class of a vi-
rus. Worms spread from computer to computer, but unlike a virus, it has
capability to travel without any human actions. The biggest danger with a
worm 1s its capability to replicate itself on your system. Your computer
could send our hundreds or thousands of copies of the worm to everyone
listed in your email address book, creating a huge devastating effect. In
most cases the worm consumes too much system memory (or network
bandwidth), causing Web servers, network servers and individual comput-
ers to stop responding. In recent worm attacks are designed to allow mali-
cious users to control the computer remotely.
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(8) A Trojan Horse, at first glance, will appear to be useful software but
actually do damage once installed or run on your computer. Though
some Trojans are designed to be more annoying than malicious (like
changing your desktop, adding silly active desktop icons), others can
cause serious damage by deleting files and destroying information on
your system. Trojans are also known to create a backdoor on your com-
puter that gives malicious users access to your system, possibly allowing
confidential or personal information to be compromised. Unlike viruses
and worms, Trojans do not reproduce by infecting other files nor do they
self-replicate.

Denial of service attacks

(9) The Denial of Service attack 1s primarily designed to disrupt the availa-
bility of the target server or network. Many times hackers launch DoS at-
tacks in retaliation for a company’s policies, or against a government for
its actions. The main goal in a DoS attack is to make the target’s resources
unavailable to users. The “Ping of Death” is a common DoS attack method
which the attacker sends a flood of “ping” commands to the target, eventu-
ally overwhelming it with requests.

Salami slicing

(10) Salami slicing was employed successfully by criminally inclined IT
staff to acquire large sums of money, by means of very small amounts. In a
small example, a bank employee could always round down on transactions
and pocket the difference. A few pennies here and there in small transac-
tions is hard to spot, but the cumulative effect across numerous transac-
tions could be significant. Salami slicing usually comes to light when the
individuals involved are observed to be living well beyond their salary lev-
els with no visible other means of support.

Spoofing

(11) The word “spoof” means to hoax, trick or deceive. Therefore, in the
IT world, spoofing refers tricking or deceiving computer systems or other
computer users. This is typically done by hiding one’s identity or faking
the identity of another user on the Internet. Spoofing can place on the In-
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ternet in several different ways. One common method involves sending
messages from a bogus e-mail address or faking the e-mail address of an-
other user. IP spoofing involves masking the IP address of a certain com-
puter system. Because IP spoofing makes it difficult to track the sources of
a transaction, it 1s often used in denial-of-service attacks that overload a
server. This may cause the server to either crash or become unresponsive
to legitimate request. Finally, spoofing can be done by simply faking an
identity, such as an online username. For example, when posting on a Web
discussion board, a user may pretend he is the representative for a certain
company when he actually has no association with the organization. In
online chat rooms, users may fake their age and location.

Hijacking

(12) Hijacking 1s a type of network security attack in which the attacker
takes control of a communication between two entitles and masquerades as
one of them. In one type of hijacking, the criminal takes control of an es-
tablished connection while it is in progress. The attacker intercepts mes-
sages in a public key exchange and then transmits them, substituting their
own public key for the requested one, so that the two original parties still
appear to be communicating with each other directly. The attacker uses a
program that appears to be the server to the client and appears to be the cli-
ent to the server. This attack may be used simply to gain access to the mes-
sage, or to enable the attacker to modify them before retransmitting them.

(13) Another form of hijacking is browser hijacking, in which a user is tak-
en to a different site than the one the user requested. The attacker gains ac-
cess to DNS (Domain name system) records on a server and modifies them
so that requests for the genuine Web page will be redirected elsewhere —
usually to a fake page that the attacker has created. This gives impression
to the viewer that the Web site has been compromised, when in fact, only a
server has been.

Exercise 1. Which of the following statements expresses the main idea of
the text?

1. Cyber crimes is faster growing crime in the world which cause
enormous financial losses.
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2.
3.

All types of cyber crimes are united by their goals.
Viruses, Trojan Horses and worms are the main types of malicious
software.

Exercise 2. Give the number of the paragraph which says about:

Trojan Horses; shareware; IT spoofing; impact of cyber attacks; counterfeit
software; malware designed to disrupt the availability of the target server
or a network; common types of software piracy; a worm; corporate soft-
ware piracy.

Exercise 3. Define whether the following statements correspond to the
content of the text (yes, no).

1.

2.

oA

Cyber crimes can be rather annoying, but hardly ever result in finan-
cial loses.

Computer criminals are hiding from law and justice by migrating in-
to foreign countries.

Rates of cyber crimes in the USA are particularly low.

Viruses cannot damage computer hardware.

. A virus cannot infect a computer unless a user runs or opens the ma-

licious program.

Trojan horses are notorious for their ability to replicate themselves
and send multiple copies to other computers.

A criminal involved into salami slicing can be easily spotted by the
police.

Denial of the service attack is frequently preceded by IP spoofing.
Browsers hijacking results in redirecting users to a bogus site on the
Internet.

Exercise 4. Match the terms with their definitions.

1. Virus a. A concealed instruction to a computer

that appears to be a useful application
but actually does something destructive
in the background.

2. Phishing b. An illicit program that allows unau-

thorized entry.

3. DoS attack c. Gaining an unauthorized access by us-

ing IP address of a trusted host.
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10.

11.

12.

13.

14.

Trojan horse

. Salami slicing

. Trapdoor

Software piracy

Spoofing

Hacker

Cyber crime

Bundled software

Softlifting

Counterfeit

Executable file

d. A person who enjoys learning pro-

gramming languages and computer
systems and can often be considered an
expert on the subject

. A process of attempting to acquire con-

fidential information such as username,
passwords, and credit card details, by
masquerading in an electronic commu-
nication.

. Programs sold with a computer or other

hardware as a part of a package.

. A malicious program that can repro-

duce itself and cause damage to the
computer software.

. Violating a license agreement by in-

stalling a legally purchased software on
multiple unauthorized computers.

i. A file in a format that the computer can

directly execute.

j. An act of illegally using, copying or

distributing software without purchas-
ing.

. Making an imitation of something val-

uable with intention to deceive.

. Paralyzing a computer network by

flooding it with large number of re-
quests or data sent simultaneously from
many individual computers.

.A criminal dealing with computers and

networks.

. A number of small illegal activities that

creates a serious crime.

Exercise 5. Paraphrase the following statements simplifying its grammar.

1. The end user, or purchaser in this case, will then use the computer
system with pirated software, often not realizing that the software
that was pre-installed on the computer system is not legitimate.
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. Counterfeit software would include CD or DVD along with any ac-

companying manuals that the original legitimate software was sold
with, but sold at a price well below that of the legitimate software.

. An entirely different approach to software piracy , called shareware,

acknowledges the futility of trying to stop people from copying soft-
ware and instead relies on people’s honesty.

In most cases the worm consumes too much system memory (or net-
work bandwidth), causing Web servers, network servers and individ-
ual computers to stop responding.

. Trojans are also known to create a backdoor on your computer that

gives malicious users access to your system, possibly allowing con-
fidential or personal information to be compromised.

Exercise 6. Give your own interpretation of the following words and word
combinations used in the text:

Cyber crime; counterfeit software; bundled software; shareware; softlift-
ing; to fake user’s age and location; to spread a virus without a human ac-
tion; to compromise information.

Exercise 7. Answer the following questions.

SAIDANF I o

7.
8.
9.

What is the rate of growth of cyber crimes in the world?

What are the main types of cyber crimes?

What are the common types of software crimes?

What types of malware can you name?

What is the difference between a virus and a worm?

Trojan Horses are designed to be more annoying than malicious,
aren’t they?

What is the main goal of Denial of Service Attack?

What was Salami Slicing designed for?

What methods does spoofing involve?

10.What are the two main forms of hijacking?

Exercise 8. Write at least 4 sentences to each heading given in the text and
complete the summery of the text.
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PART Il

TEXT 1 Father of information theory

American mathematician Claude Elwood Shannon was born in Gay-
lord, Michigan on April 30, 1916. Shannon's father Claude was a judge in a
small town of Gaylord, and his mother Mabel was the principal of the local
high school. When a child, Shannon turned out to be mathematically pre-
cocious and received scientific encouragement from his grandfather, who
was an inventor and a farmer and whose inventions in-
cluded the washing machine and farming machinery.
From an early age, Shannon showed an affinity for
both engineering and mathematics, and graduated from
Michigan University with degrees in both disciplines.
For his advanced degrees, he chose to attend the Mas-
sachusetts Institute of Technology. At the time, MIT
was one of the prestigious institutions conducting re-

Claude Shannon  search that would eventually formulate the basis for
what is now known as the information sciences. Its
faculty included mathematician Norbert Wiener, who would later coin the
term cybernetics to describe the work in information theories that he,
Shannon, and other leading American mathematicians were conducting. It
also included Vannevar Bush, MIT's dean of engineering, who in the early
1930s had built an analog computer called the Differential Analyzer which
was developed to calculate complex equations. It was a mechanical com-
puter, using a series of gears and shafts. Its only electrical parts were the
motors used to drive the gears. This work formed the basis for Shannon's
influential 1938 paper "A Symbolic Analysis of Relay and Switching Cir-
cuits," in which he put forth his developing theories on the relationship of
symbolic logic to relay circuits.

Shannon graduated from MIT in 1940 with both a master's degree
and doctorate in mathematics. After graduation, he spent a year as a Na-
tional Research Fellow at the Institute for Advanced Study at Princeton
University. In 1941, Shannon joined the Bell Telephone Laboratories,
where he became a member of a group of scientists charged with the tasks
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of developing more efficient information transmitting methods and im-
proving the reliability of long-distance telephone and telegraph lines.
While working at the Bell Labs they started to develop the theory of the er-
ror-correcting code.

One of the most important features of Shannon's theory was the con-
cept of information entropy. Entropy happened to be equivalent to a short-
age in the information content in a message and this fact was proved by
Shannon. According to physics' second law of thermodynamics, entropy
is the degree of randomness in any system which increases over a period of
time. Thus, many sentences can be significantly shortened without losing
their meaning. Moreover a signal proved to be sent without distortion. So
this concept has been developed over the decades into sophisticated error-
correcting codes that ensure the integrity of the data on which society in-
teracts. While studying the relay switches on the Differential Analyzer,
Shannon noted that the switches were always either open or closed, or on
and off. This led him to think about a mathematical way to describe the
open and closed states. Shannon theorized that according to a binary sys-
tem a switch in the on position would equate to one and in the off position,
it would be a zero. Reducing information to a series of ones and zeros, he
noticed that it could be processed by using on-off switches. He believed
that information was no different than any other quantity and therefore
could be manipulated by a machine.

In the late 1940s, Shannon's research was presented in “The Mathe-
matical Theory of Communications”. It was in this work that Shannon first
introduced the word 'bit,’ comprised of the first two and the last letter of
'binary digit' to describe the yes-no decision that lay at the core of his theo-
ries. Shannon's most important scientific contribution was his work on
communication. In 1941 he began a serious study of communication prob-
lems, partly motivated by the demands of the war effort. This research re-
sulted in the classic paper entitled "A mathematical theory of communica-
tion" in 1948. Combining mathematical theories with engineering princi-
ples he set the stage for the development of the digital computer and the
modern digital communication revolution. The results were so breathtak-
ingly original, that it took some time for the mathematical and engineering
community to realize their significance. But soon his ideas were picked up,
elaborated upon, extended, and complemented with new related ideas. As a
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result a brand-new science had been created in the form of Information
theory, with the publication of that single paper, and the frame work and
terminology he established remains standard even today.

During the World War II, Alan Turing, a leading British mathemati-
cian spent a few months working with Shannon. Both scientists were inter-
ested in the possibility of building a machine that could imitate the human
brain. In the 1950s, Shannon continued his efforts to develop what was
then called "intelligent machines" — mechanisms that emulated the opera-
tions of the human mind to solve problems.

Shannon's information theories saw application in a number of dis-
ciplines in which a language is a factor, including linguistics, phonetics,
psychology and cryptography. His theories also became a cornerstone of
the developing field of artificial intelligence, and his famous conference
at Dartmouth College in 1956 was the first major effort in organizing ar-
tificial intelligence research. He wrote a paper entitled "Programming a
computer for playing chess" in 1950, and developed a chess playing
computer.

Shannon's interest did not stop with these. He was known to be an
expert juggler who was often seen juggling three balls while riding a bicy-
cle. He was an accomplished clarinet player, too.

"Shannon was the person who saw that the binary digit was the
fundamental element in all of communication," said Robert Gallagher, a
professor of electrical engineering who worked with Shannon at the
Massachusetts Institute of Technology. "That was really his discovery,
and from it the whole communications revolution has sprung," consid-
ered Marvin Minsky of M.I.T., who as a young theorist worked closely
with Shannon.

Shannon received a plenty of numerous honorary degrees and
awards. His published and unpublished documents (a total of 127) cover an
unbelievably wide spectrum of areas. Many of them have been a priceless
source of research ideas for others. One could say that there would be no
internet without Shannon's theory of information; every modem, every
compressed file, every error correcting code owes something to Shannon.
Shannon died at age 84 on February 27, 2001 in Medford, Mass., after a
long fight with Alzheimer's disease.
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EXERCISES

Exercise 1. What do these figures refer to?
1930s, 1940, 2001, 1941, late 1940, 1956, 1950, 1916, 1938.
Exercise 2. Agree/disagree with the following statements:

a) Claude Shannon showed a keen interest in sciences from an early
childhood.

b) In the 1930’s Massachusetts Institute of Technology was one of the
most prestigious scientific and research institutions conducting the work
in information theories.

c) The Differential Analyzer was the first electronic computer.

d) Shannon graduated from MIT with the Master’s degree.

e) Shannon’s concept of entropy was applied to probability theory.

f) Shannon was the first who introduced the word “bit” to describe the
“yes-no” decision.

g) Shannon stopped his scientific activity in the early 1950’s.

h) Nowadays we have an opportunity to use the Internet due to Shannon’s
theory of information.

1) Claude Shannon is one of the most outstanding scientists of the 20th
century.

Exercise 3. Answer the following questions.

What was Shannon’s family background?

Who had a strong scientific influence on young Shannon?

What fields of science was he interested in?

Where did he receive his higher education?

What was Shannon’s early work devoted to?

What job was he involved in working at the Bell Telephone Labor-

atories?

What was his most significant scientific achievement?

. What kind of mechanism did he try to develop in the 1950’s together
with Alan Turing?
9. What other sciences was his information theory applied to?

10. What is the title of his most famous paper?
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Exercise 4. Sum up the content of the text using the following key points:

1. Family background.
2. Education (degrees).
3. Areas of scientific and research activity.
4. Major achievements.

Exercise 5. Comment on the statements.

1. Claude Shannon is considered to be “the father of information the-
ory”.

2. Shannon’s scientific and research contribution to the world science is
enormous.

3. There would be no internet without Shannon's theory of information.

Exercise 6. Briefly retell the text.

TEXT 2 Google

Google i1s an American multinational corporation specializing in In-
ternet-related services and products, which include search, cloud compu-
ting, software, and online advertising technologies. Google began in Janu-
ary 1996 as a research project by Larry Page and Sergey Brin when they
were both PhD students at Stanford University in Stanford, California.

While conventional search engines ranked results by counting how
many times the search terms appeared on the page, Page and Brin theorized
about a better system that analyzed the relationships between websites. They
called this new technology PageRank. PageRank determined a website’s rel-
evance by the number of pages, and the importance of those pages, that
linked back to the original site. Page and Brin originally nicknamed their new
search engine “BackRub”, because the system checked backlinks to estimate
the importance of a site. Eventually, they changed the name to Google, origi-
nating from a misspelling of the word “googol”, the number one followed by
one hundred zeroes, which was picked to signify that the search engine was
intended to provide large quantities of information.

The domain name for Google was registered on September 15, 1997,
and the company was incorporated on September 4, 1998. It was based in a
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garage of Susan Wojcicki, the friend of Page and Brin. In March 1999, the
company moved its offices to Polo Alto, California, which is home to sev-
eral prominent Silicon Valley technology startups.

In 2003, after outgrowing two other locations, the company leased an
office complex from Silicon Graphics at 1600 Amphitheatre Parkway in
Mountain View, California. The complex became known as the Goog-
leplex. Three years later, Google bought the property from SGI for $319
million. By that time, the name “Google” had found its way into everyday
language, causing the verb “google” to be added to the Merriam-Webster
Collegiate Dictionary and the Oxford English Dictionary, denoted as “to
use the Google search engine - to obtain information on the Internet”.
Since then, Google has grown and expanded. It bought and absorbed many
firms, turning their developments into new services and projects.

Google produces a lot of products and services, such as Web-based
products, Operating systems, Desktop and Mobile applications, and Hard-
ware products. Web-based products can be divided into Search tools
(Google Search, which is Google’s core product, Google News, Google
Video, etc.), Advertising services (Google AdSense, Google AdWords,
etc.), Communication and Publishing tools (YouTube, Gmail, Google
Docs, etc.), Development tools (Google App Engine, Google Web Toolkit,
etc.), Map-related products (Google Maps, Google Sky, Google Mars,
etc.), and Statistical tools (Google Analytics, Google Consumer Surveys,
etc.)

Google’s Operating Systems are Android (for mobile devices),
Chrome OS (runs on the Chrome book and Chrome box), and Google TV
(a smart TV platform). Examples of Desktop and Mobile applications are
Google Chrome (web browser), Google Earth ( virtual 3D globe that uses
satellite imagery, aerial photography, GIS from Google’s repository),
Google Keep (it allows you to quickly create, access and organize notes,
lists and photos), Google Now (a built in application that acts as your per-
sonal assistant through voice commands), etc.

Some of Google’s Hardware products are Nexus smartphones and
tablets running the Android OS, Google TV, Chrome book (laptop PC run-
ning Chrome OS), Google Glass ( a wearable computer with an optical
head-mounted display and camera that allows the wearer to interact with
various applications and the Internet via natural language voice com-
mands), and Google driverless car.
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By 2014 Google remained one of the most important and powerful

corporations, which annually received numerous awards. It’s difficult now
to 1magine our life without products and conveniences donated to us by
Google.

EXERCISES

Exercise 1. What do these figures refer to?
1996, 1997, 1998, 1999, 2003, 2014, $319 million.

Exercise 2. Agree/disagree with the following statements.
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. Google is just one of the five most popular websites in the world.

. Google was originated by American PhD students.

. The name Google was given to estimate the importance of a site.

. The name of the site “Google” and the company of the same name

were registered simultaneously.

. The company “Google” was originally based in Polo Alto, California.
. The name “Google” had found its way into everyday language by

2010.

. Google has grown and expanded since 2006.

. Google Web-site products are divided into 6 groups.

. Android is the only operating system used by Google.

. By 2014 Google had become one of the most major world companies

specializing in Internet-related services and products.

Exercise 3. Answer the following questions.

1. What does Google specialize in?

2. How was the company “Google” originated?

3. What was the research of Page and Brin aimed at?
4. What is the main idea of PageRank technology?

5.
“BackRub”?

Why did Page and Brin originally name their new search engine

6. What does the word “googol” mean?
7. When was the domain name for Google registered?

8.

Since when has Google grown and expanded?

9. What products and services does Google produce?
10. What is Google’s main product?
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Exercise 4. Comment on the statements.

1. While conventional search engines ranked results by counting how
many times the search terms appeared on the page, Page and Brin theo-
rized about a better system that analyzed the relationships between web-
sites.

2. Eventually, they changed the name to Google, originating from a mis-
spelling of the word “googol”, the number one followed by one hundred
zeroes, which was picked to signify that the search engine was intended to
provide large quantities of information.

3. By that time, the name “Google” had found its way into everyday lan-
guage, causing the verb “google” to be added to the Merriam-Webster Col-
legiate Dictionary and the Oxford English Dictionary, denoted as “to use
the Google search engine — to obtain information on the Internet”. Since
then Google has grown and expanded.

Exercise 5. Make up a plan of the text and sum it up.

TEXT 3 Steve Jobs

When you think of the name “Steve Jobs”, you probably think of
“Apple”, “Macintosh computers”, “money” and “success”. But, did you
know that his life hasn’t always been easy? This is the biography of Steve
Jobs.

Steve Job’s mother was a college graduate when she found herself
alone and pregnant. Feeling like she had no other choice in the matter, the
young woman chose to put her baby up for adoption. Steven Paul Jobs was
born in San Francisco, California on February 24, 1955. But, it would be a
few months later until he got to go home with his new parents, Clara and
Paul Jobs. His biological mother agreed to her son’s adoption, but there
was one stipulation: his new parents had to give her their word he would
graduate from high school and attend college. The family lived in Moun-
tain View within California’s Silicon Valley. Clara worked as an account-
ant and Paul was a Coast Guard veteran and machinist. As the Jobs raised
their son, father Paul took the time to teach young Steve a variety of things

in the family garage. His father also taught him electronics, although his
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knowledge was limited. As Steve Jobs was being raised in Silicon Valley —
a metropolis of “high tech” — it was relatively easy for him to explore the
interest in electronics his father sparked. A neighbour named Larry Lang,
who worked as an engineer at the Hewlett-Packard Company taught Steve
a great deal about the subject.

Steve Jobs has always been an intelligent and innovative thinker. It
could sound strange but during his first years at school Steve had a tough
time. It was until a teacher named Mrs.Hill realized Steve had an excep-
tional mind when he was in the fourth grade. Job’s tests were so well that
administrators wanted to skip him ahead to high school — a proposal his
parents declined. After Steve Jobs had graduated from high school, he en-
rolled at Reed College. He still had no clue what he wanted to do with his
life, so he quit attending his scheduled classes six months later. Steve con-
tinued to hang out at the campus for several months longer, but he took on-
ly classes, such as Calligraphy, that he enjoyed and which developed his
love of typography.

In 1974, Jobs took a position as a video game designer with Atari.
Several months later he left Atari to find spiritual enlightenment in India,
traveling about the continent and experimenting with psychedelic drugs. In
1976, when Jobs was just 21, he and Wozniak started Apple Computers.
The duo started in the Jobs garage, and funded their entrepreneurial ven-
ture after Jobs sold his Volkswagen bus and Wozniak sold his beloved sci-
entific calculator.

Jobs and Wozniak are credited with revolutionizing the computer in-
dustry by democratizing the technology and making the machines smaller,
cheaper, intuitive, and accessible to everyday consumers. The two con-
ceived a series of user-friendly personal computers that they initially mar-
keted for $666.66 each. Their first model, the Apple I, earned them
$774,000. Three years after the release of their second model, the Apple II,
sales increased 700 percent to $139 million dollars. In 1980, Apple Com-
puter became a publically traded company with a market value of
$1.2billion on the very first day of trading. Jobs appointed the marketing
expert John Scully of Pepsi-Cola to play the role of Apple’s President.

However, the next several products from Apple suffered significant
design flaws resulting in recalls and consumer disappointment. IBM sud-
denly surpassed Apple sales, and Apple had to compete with an IBM/PC
dominated business world. In 1984 Apple released the Macintosh, market-
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ing the computer as a piece of a counter culture lifestyle: romantic, youth-
ful, creative. But despite positive sales and performance superior to IBM’s
PCs, the Macintosh was still not IBM compatible. Scully believed Jobs
was hurting Apple, and executives began to phase him out.

In 1985, Jobs resigned as Apple’s CEO to begin a new hardware and
software company called NeXT, Inc. The following year Jobs purchased an
animation company from George Lucas, which later became Pixar Anima-
tion Studios. Believing in Pixar’s potential, Jobs initially invested $50 mil-
lion of his own money into the company. Pixar Studios went on to produce
wildly popular animation films such as ToyStory, Finding Nemo and The
Incredibles. Pixar’s films have netted $4 billion. The studio merged with
Walt Disney in 2006, making Steve Jobs Disney’s largest shareholder.

Despite Pixar’s success, NeXT, Inc. floundered in its attempts to sell
its specialized operating system to mainstream America. Apple eventually
bought the company in 1997 for $429 million. The same year, Jobs re-
turned to his post as Apple’s CEO.

Much like Steve Jobs instigated Apple’s success in the 1970s, he is
credited with revitalizing the company in the 1990s. With a new manage-
ment team, altered stock options, and a self-imposed annual salary of $ 1 a
year, Jobs put Apple back on track. His ingenious products such as the
iMac, effective branding campaigns, and stylish designs caught the atten-
tion of consumers once again.

In 2003, Jobs discovered he had a neuroendocrine tumor, a rare but
operable form of pancreatic cancer. Instead of immediately opting for sur-
gery, Jobs chose to alter his diet while weighing Eastern treatment options.
For nine months Jobs postponed surgery, making Apple’s board of direc-
tors nervous. Executives feared that shareholders would pull their stocks if
word got out that their CEO was ill. But in the end, Job’s confidentiality
took precedence over shareholder disclosure. In 2004, he had a successful
surgery to remove the pancreatic tumor. Early in 2009, reports circulated
about Job’s weigh loss, some predicting his health issues had returned,
which included a liver transplant. Jobs responded to these concerns by stat-
ing he was dealing with a hormone imbalance.

In respect to his personal life, Steve Jobs remained a private man
who rarely disclosed information about his family. It is known that in
March of 1991 he married Laurene Powell, an MBA student of Stanford
business school and there were three children in his family.
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Jobs’ creation, the Apple company, introduced such revolutionary
products as the Macbook Air, iPod, iPhone, all of which have dictated the
evolution of modern technology. In 2008, iTunes became the second big-
gest music retailer in America-second only to Wal-Mart.

On October 5, 2011, Apple Inc. announced that co-founder Steve Jobs had
died. He was 56 years old at the time of his death.

EXERCISES

Exercise 1. What events do these dates refer to?

1955, 1974, 1976, 1980, 1984, 1985, 1991, 1997, 2003, 2004, 2006, 2008,
2011.

Exercise 2. Answer the following questions.

1. What did you learn from the text about Job’s birth and his family life?

2. What did Jobs do after completing a high school (including the time
at college and the origin of Apple Company)?

. Why did Jobs depart from Apple?

. What was Jobs’ occupation after his leaving Apple?

. What favoured Apple’s revitalization in 1990s?

. What are the recent innovations of Apple?

. What was the reason for Jobs’ early death?
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Exercise 3. Comment on the statements.

1. Jobs and Wozniak are credited with revolutionizing the computer in-
dustry by democratizing the technology and making the machines
smaller, cheaper, intuitive, and accessible to everyday consumers.

2. The next several products from Apple suffered significant design
flaws resulting in recalls and consumer disappointment.

3. Scully believed Jobs was hurting Apple, and executives began to
phase him out.

4. With a new management team, altered stock options, and a self-
imposed annual salary of $1 a year, Jobs put Apple back on track.

Exercise 4. Make up the summary of the text and reproduce it orally.
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TEXT 4 The history of information security

The history of information security begins with the history of com-
puter security. The need for computer security — that is, the need to secure
physical locations, hardware, and software from outside threats — arose
during World War II when the first mainframes, developed to aid computa-
tions for communication code breaking were put to use. Multiple levels of
security were implemented to protect these mainframes and secure data in-
tegrity. Access to sensitive military locations, for example, was controlled
through the use of badges, keys, and the facial recognition of authorized
personnel by security guards. The growing need to maintain national secu-
rity eventually led to more complex and more technologically sophisticated
computer security safeguards.

During these early years, information security was a straightforward
process composed predominantly of physical security and simple docu-
ment classification schemes. The primary threats to security were physical
theft of equipment, espionage against the products of the systems, and sab-
otage. One of the first documented security problems that was not physical
in nature occurred in the early 1960s, when a systems administrator was
working on a MOTD (message of the day) file, and another administrator
was editing the password file. A software glitch mixed the two files, and
the entire password file was printed on every output file.

In the 1960s during the Cold War, many more mainframes were
brought online to accomplish more complex and sophisticated tasks. It be-
came necessary to find a way to enable these mainframes to communicate
with each by means of a less cumbersome process than mailing magnetic
tapes between computer centers. In response to this need, the Department
of Defense’s Advanced Research Project Agency (ARPA) began examin-
ing the feasibility of a redundant, networked communications system to
support the military’s exchange of information. Larry Roberts, known as
the founder of the Internet, developed the project from its inception. This
project, called ARPANET, is the origin of today’s Internet.

During the next decade, the ARPANET became popular and more
widely used, and the potential for its misuse grew. In December of 1973,
Robert M.“Bob” Metcalfe, who is credited with the development of the
Ethernet, one of the most popular networking protocols, identified funda-
mental problems with ARPANET security. Individual remote users’ sites
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did not have sufficient controls and safeguards to protect data from unau-
thorized remote users. Other problems abounded: the vulnerability of
password structure and formats; lack of safety procedures for dial-up con-
nections; nonexistent user identification and authorization to the system.
Phone numbers were widely distributed and openly publicized on the walls
of phone booths, giving hackers easy access to the ARPANET. Because of
the range and frequency of computer security violations and the explosion
in the numbers of hosts and users on the ARPANET, network security was
referred to as network insecurity. In 1978, a famous study entitled “Protec-
tion Analysis: Final Report” was published. It focused on a project under-
taken by ARPA to discover the vulnerabilities of operating system securi-
ty. For a timeline that includes this and other seminal studies of computer
security.

The movement toward security that went beyond protecting physical
locations began with a single paper sponsored by the Department of De-
fense, the Rand Report R-609, which attempted to define the multiple con-
trols and mechanisms necessary for the protection of a multilevel computer
system. The document was classified for almost ten years, and is now re-
ferred to as the paper that started the study of computer security.

The security — or lack thereof — of the systems sharing resources in-
side the Department of Defense was brought to the attention of researchers
in the spring and summer of 1967. At that time, systems were being ac-
quired at a rapid rate and the problem of securing them was a pressing con-
cern for both the military and defense contractors. In June of 1967, the Ad-
vanced Research Projects Agency formed a task force to study the process
of securing classified information systems. The Task Force was assembled
in October of 1967 and met regularly to formulate recommendations,
which ultimately became the contents of the Rand Report R-609. The Rand
Report R-609 was the first widely recognized published document to iden-
tify the role of management and policy issues in computer security. It not-
ed that the wide utilization of networking components in information sys-
tems in the military introduced security risks that could not be mitigated by
the routine practices then used to secure these systems. This paper signaled
a pivotal moment in computer security history — when the scope of com-
puter security expanded significantly from the safety of physical locations
and hardware to include the following:

— Securing the data,
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— Limiting random and unauthorized access to that data,
— Involving personnel from multiple levels of the organization in

matters pertaining to information security.

EXERCISES

Exercise 1. What do these figures refer to?
1960s, 1973, 1978, 1967, 609.

Exercise 2. Agree/disagree with the following statements.

1.

The need for computer security arose during World War II when the
first mainframes, developed to aid computations for communication
code breaking were put into use.

One of the first documented security problems occurred when a
software glitch mixed two files, and the entire password file was
printed on every output file.

. Bob Metcalfe created the project called ARPANET, the origin of to-

day’s Internet.

The paper sponsored by the Department of Defense, the Rand Re-
port R-609 started the history of computer science and was the first
to identify the role of management and policy issue in computer se-
curity.

. Pivotal moments in computer security include securing data, limiting

authorized access to that data and involve all personnel of an organi-
zation in matters of information security.

Exercise 3. Answer the following questions.

l.

AN

When did the history of Information Security begin? What were its
aims?

What was one of the first documented security problem?

What were the origins of APRANET?

What were the fundamental problems with ARPANET security?
What did “Protection Analysis: Final Report” focus on?

What is Rand Report R-609? And how did it influence modern com-
puter security?

What are the main issues that should be concerned in Information
Security?
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Exercise 4. Comment on the statements.

1. During these early years, information security was a straightforward
process composed predominantly of physical security and simple
document classification schemes.

2. During the Cold War it became necessary to find a way to enable
mainframes to communicate with each other by means of a less
cumbersome process than mailing magnetic tapes between computer
centers.

3. In December of 1973, Robert M. “Bob” Metcalfe, who is credited
with the development of the Ethernet, one of the most popular net-
working protocols, identified fundamental problems with ARPANET
security.

4. The movement toward security that went beyond protecting physical
locations began with a single paper, the Rand Report R-609.

5. This paper signaled a pivotal moment in computer security history —
when the scope of computer security expanded significantly from the
safety of physical locations and hardware.

Exercise 5. Sum up the text highlighting the most significant events in the
development of Information security.

TEXT 5 A brief look at the history of computer viruses

Computer viruses are relatively new and started to emerge and up-
grade soon after the Internet appeared. The history of computer viruses
shows us that the founding blocks of computer viruses were laid in 1949,
when scientist John von Neumann came up with the theory about self-
replicating programs. In 1969, AT&T Bell Laboratories came up with the
first multi-tasking operating system, UNIX, and, in the same year, AR-
PANET is developed by the Advanced Research Projects Agency. This
was the precursor of the Internet. Let us look back in time at the interesting
history of computer viruses.

In 1979, engineers at Xerox Palo Alto Research Center make a huge
discovery: the computer worm. This rudimentary program is the ancestor
of modern computer worms and is designed to search for idle processors in
a network. In 1983, Fred Cohen of the University of Southern California
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comes up with the term “computer virus” to describe a program that is cre-
ated to "affect other computer programs by modifying them in such a way
as to include a (possibly evolved) copy of itself."

In 1986, the first PC virus, codename “The Brain™ is released from
Pakistan. In 1988 came the first devastating attack against ARPANET
computers. Robert Morris, 23, created a small virus that infected almost
6,000 computers on the network and flooded them with copies of itself. In
1991, Symantec develops the Norton Anti-Virus software as a way of pro-
tecting computers from viruses.

In 1998, more than 500 military and government computer systems
are hijacked. Although it was first believed that the masterminds were
based in Iraq, investigators soon found out that two California teenagers
were behind the incident. This hijack demonstrated what a coordinated at-
tack could do, especially combined with a physical attack.

In 1999 came the “Melissa” virus. It managed to infect thousands of
computers at an alarming speed, causing over $80 million in damages. An-
tivirus software hit record sales. Melissa works by sending infected Word
documents to the first 50 people in your Outlook list.

In 2000, the “I Love You” virus appears. It managed to infect mil-
lions of computers in just under a day. The virus sent usernames and pass-
words it found on the infected computer back to the author. In 2001, the
“Anna Kournikova” frightens experts who believe that this virus was writ-
ten using a toolkit. A toolkit would allow even inexperienced programmers
to create computer viruses.

In 2001, the Code Red virus posed a serious threat to the White
House website. It infected tens of thousands of computers, causing damag-
es in excess of $2 billion. It was programmed to unleash the power of all
the infected computers against the White House website at a predetermined
time. It was stopped before it could act. The same year, the Nimda virus
hits the Internet. In the brief history of computer viruses this is one of the
most sophisticated viruses ever to appear.

In 2003, the Slammer computer virus infects hundreds of thousands
of computers in under three hours. This virus even delayed airline flights
worldwide and in computer virus history this was the fastest spreading vi-
rus ever. Then in 2004, the MyDoom virus, an email virus, claims the top
place as the fastest spreading email virus. However, this computer virus
did very little damage.
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This is the history of computer viruses up to 2004. After 2004, no

more notable viruses appeared due to sophisticated antivirus and firewall
systems.

EXERCISES

Exercise 1. What do these figures refer to?

1949, 1979, 1991, 23, 500, 50, 2 billion, 2004.

Exercise 2. Agree/disagree with the following statements.

1.
2.
3.

Computer viruses appeared at the same time with the Internet.

The basis for creating any virus is a self-replicating program.
Computer virus can be described as a program created to delete any
information on a computer.

Norton Anti-Virus software was developed after the appearance of
the first computer virus.

. The masterminds of a virus that hit over 500 million military and

government computer systems in 1998 were 2 Californian teenagers.
“I love you” virus was written using a toolkit.
The Code Red virus caused the delay of airline flights.

Exercise 3. Answer the following questions.

. When and how did the history of computer viruses begin?

What was a huge discovery made by engineers at Xerox Palo Alto
Research Centre?

. When did the term “a computer virus” appear?

What was this term used for?

. Who created a virus that hit more than 500 military and government

computer systems in 19987
What was the mechanism of “Melissa” virus?
Why was “Anna Kournikiva” virus so frightening?

. What virus posed the most serious threat to the White House web-

sites?
What was the fastest spreading e-mail virus?

. Why haven’t any notable viruses appeared since 2004?
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Exercise 4. Comment on the statements.

1. The history of computer viruses show us that the founding blocks of
computer viruses were laid in 1949, when scientist John von Neu-
mann came up with the theory about self-replicating programs.

2. The Red Code Virus was programmed to unleash the power of all the
infected computers against the White House website at a predeter-
mined time. It was stopped before it could act.

3. After 2004, no more notable viruses appeared due to sophisticated
antivirus and firewall systems.

Exercise 5. Make up a plan of the text and sum it up.

TEXT 6 This is the story of Eugene Kaspersky

“I was born many, many years ago in 1965”, Eugene laughs. His
laugh is infectious, and it’s clear that he does not use it sparingly. Schooled
in the Moscow region, Eugene’s talent for mathematics became glaringly
obvious very quickly. “My mum recognized that I was interested in math-
ematics at a very young age, and I’d read special mathematics books and
magazines’.

By the age of 12, Eugene Kaspersky was studying advanced mathe-
matics at an evening school for children. Entering what they considered
‘The Olympic Games for kids mathematics’, Eugene took home second
prize in his town. Attending a mathematical boarding school in Moscow in
his teens, Eugene took a particular interest in the school’s computer. “Well,
I suppose it was just a digital machine”, he smiles. He spent his last two
years of secondary school taking physics and mathematics courses in a
specialized programme for gifted students organised by and affiliated with
Moscow State University.

Despite his obvious intelligence, Eugene remains modest about his
potential. “I wasn’t clever enough to become a cryptologist. Cryptology is
such a science that very few are able to do it successfully without losing
their minds”. So, how did Eugene’s talent as a mathematician lead to him
founding an incredibly successful information security company? “If
you’re a mathematician you can easily be a computer engineer”, Eugene
explains, “but if you’re computer engineer, you’ll never be a mathemati-
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cian. | did it the right way around — it was very good training for my
brain™.

In 1987, Eugene graduated from the Institute of Cryptography, Tele-
communications and Computer Science, where he studied mathematics,
cryptography and computer technology, majoring in mathematical engi-
neering.

After graduating, Eugene worked at a multi-disciplinary research in-
stitute. It was there that Eugene first began studying computer viruses after
detecting the Cascade virus on his computer in October 1989. Eugene ana-
lyzed the virus and developed a disinfection utility for it — the first such
utility he developed.

In the early 1990s, Eugene embarked on the AVP anti-virus project. “The
name of the first version of my software was called minus V, [written —V]. The
reason for this? I wanted it to appear first in product lists”, laughs the
Kaspersky CEO.

The story about the naming of the project gets better, Eugene ex-
plains. “We called the innovative anti-virus software the anti-viral toolkit
pro — ATP. When a friend of mine from Bulgaria asked me to send the
software for tests, I made the mistake of calling the product AVP when
packing the file. Later, this man sent me a message saying that the AVP
package is becoming popular because it’s good software. I told him that it
was a mistake and that its actual name is ATP and he said “too late — it’s
known as AV”.”

“By 1992 I had recruited more people to help with the software de-
velopment, and we had a very innovative anti-virus for that time.” Two
years later, tests in Hamburg University declared Eugene Kaspersky’s
AVP product ‘best in list’.

The product grew through international distribution, and received
much interest from German companies. “There was no money, but we
were happy that our product was being promoted. At that point, we were
probably a team of four or five, with no resources to control our distribu-
tion, finance or sales results™.

Eugene Kaspersky learnt the hard way about the dog-eat-dog world
of business. An American man registered AVP as a trademark under his
own name, and started to behave as a software vendor. “He owned the
trademark, so he owned the software”, Kaspersky says regretfully. “In
1999 we started negotiation to take back the trademark and website, but
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unfortunately, there were no results. So we had to change everything, and
started again”.

Eugene Kaspersky registered ‘Kaspersky’ as a global trademark, de-
signed the new logo, and “the new everything. I like to say I’'m working on
my second million dollars, because I gave up the first one”, he laughs.

“At the time, the software market was very small, and we had almost
zero sales, but we used every opportunity for income. I recognised that it
was possible to earn money from anti-virus software when I first saw com-
panies starting to suffer from virus.”

Virus research was always a passion of Eugene Kaspersky, who ad-
mits that “I was working not for money, but for fun”.

Survival was assured by signed technology contracts. “The Russian
anti-virus market was not big enough to survive. In the industry we were
known to have one of the best engines. We had a lot of innovations and the
quality of detections was respected”.

The Russian financial crisis in 1998 taught Eugene to depend on dif-
ferent currencies. “We used the crisis to improve the company — we started
to recruit more people because it was cheap.

Successful Russian information security companies are few and far
between. Is it therefore more of a challenge to set up an information securi-
ty company in Russia? “Yes and no”, answers Eugene.“Yes because the
Silicon Valley is a better environment with a lot of investors. No because
there 1s a very good pool of talented engineers in Russia”.

In fact, most of Kaspersky’s engineers are based in Russia. “When it
comes to marketing and sales, however, it is harder to find the right people
here in Russia, because technical education has a stronger history in Rus-
sia. In soviet times there was no marketing or business education, which is
why we are the first generation. Even today, education is focussed on tech-
nology”.

Unlike many entrepreneurs, Eugene confirms that he never had an
exit plan. “I was interested in researching viruses and researching mali-
cious codes. It was my hobby, and when you have a hobby, it is not up for
sale”. Interestingly, Fugene was asked many times over the years to join
other companies or sell his company, but now the tables have turned.
“There was one company that once wanted to acquire us. Now they have
asked us to acquire them”, he says with a sense of pride.
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Eugene, however, is intent on keeping the Kaspersky corporate cul-
ture, which seems to be respected so much by his employees. “That’s why
we are so conservative with acquisitions. We want to keep the special spirit
of the team of the company, and acquisitions are the wrong way to do
this™.

In hindsight, Eugene Kaspersky looks fondly upon his journey to
where he 1s now. And so he should.

My time with Eugene is up, but not before I get to ask him one last
question. The biggest mistake of his career? “A technical mistake”, he says
without hesitation. “The AV engine in 1996 wasn’t able to process two
files at the same time. This was the most serious, critical mistake of my ca-
reer. We had to develop special envelopes for the engine to run in a multi-
threat landscape. If I could live my life again, that is the one thing I would
change, but not the rest.” And why should he?

EXERCISES

Exercise 1. What do these figures refer to?
1998, 12, 1 million, 1992, 1996, 1999, 4 or 5.
Exercise 2. Agree/disagree with the following statements.

1. Kaspersky has been interested in mathematics since his childhood.

2. He took the second prize in the “Olympic Games for kids mathemat-
ics” at the age of 12.

3. He was taking computing course during his last 2 years of secondary
school.

4. He considers Cryptology to be a science that everyone is able to do

successfully.

He believes that a mathematician can easily be a computer engineer.

He began studying computer viruses after detecting one of them in

his computer.

His first anti-virus project appeared in 1990.

His first anti-virus software package was named “AV”.

His AVP product was declared “best in list” in 1992 in Germany.

He had to register “Kaspersky” trademark as AVP was not success-

ful.
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11. Virus search has always been a passion of Eugene Kaspersky.
12. He thinks that today education is focused on technology.
13. The biggest mistake in his career was to start business in Russia.

Exercise 3. Answer the following questions.

Where did he study mathematics?

What can you say about his character?

How does he explain his choice of occupation?

When and why did he begin studying computer viruses?

Why was his first produce named AV?

Were his first attempts in doing business successful?

How did the Russian financial crisis in 1998 influence Kaspersky’s
company?

What has he always been interested in?

What was the biggest mistake in his career?
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Exercise 4. Arrange the following headings in the logical order and
match them with the paragraphs of the text.

1) The Russian market;

2) The first product;

3) No regrets;

4) Stabbed in the back;

5) First steps in mathematics.

Exercise 5. Make up a plan of the text and sum it up.

TEXT 7 Information security: is it an art or a science?

Given the level of complexity in today’s information systems, the
implementation of information security has often been described as a com-
bination of art and science. System technologists, especially those with a
gift for managing and operating computers and computer-based systems,
have long been suspected of using more than a little magic to keep the sys-
tems running and functioning as expected. In information security such
technologists are sometimes called security artesans. Everyone who has
studied computer systems can appreciate the anxiety most people feel
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when faced with complex technology. Consider the inner workings of the
computer: with the mind-boggling functions of the transistors in a CPU,
the interaction of the various digital devices, and the memory storage units
on the circuit boards, it’s a miracle these things work at all.

Security as art

The security administrators and technicians who implement security
can be compared with a painter applying oils to canvas. A touch of color
here, a brush stroke there, just enough to represent the image the artist wants
to convey without overwhelming the viewer, or in security terms, without
overly restricting user access. There are no hard and fast rules regulating the
installation of various security mechanisms, nor are there many universally
accepted complete solutions. While there are many manuals to support indi-
vidual systems, there is no manual for implementing security throughout an
entire interconnected system. This is especially true given the complex levels
of interaction between users, policy, and technology controls.

Security as science

Technology developed by computer scientists and engineers — tech-
nology designed to perform at rigorous levels of performance — makes in-
formation security a science as well as an art. Most scientists agree that
specific conditions cause virtually all actions in computer systems. Almost
every fault, security hole, and systems malfunction is a result of the inter-
action of specific hardware and software. If the developers had sufficient
time, they could resolve and eliminate these faults.

The faults that remain are usually the result of technology malfunc-
tioning for any one of a thousand possible reasons. There are many sources
of recognized and approved security methods and techniques that provide
sound technical security advice. Best practices, standards of due care, and
other tried-and-true methods can minimize the level of guesswork neces-
sary to secure an organization’s information and systems.

Security as a social science

A third view to consider when examining information security is se-
curity as social science, which integrates some of the components of art
and science, and adds another dimension to the discussion. Social science
examines the behavior of individuals as they interact with systems, wheth-
er these are societal systems or, as in this context, information systems.
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Information security begins and ends with the people inside the or-
ganization and the people that interact with the system, intentionally or
otherwise. End users who need the very information the security personnel
are trying to protect may be the weakest link in the security chain. By un-
derstanding some of the behavioral aspects of organizational science and
change management, security administrators can greatly reduce the levels
of risk caused by end users, and create more acceptable and supportable
security profiles. These measures, coupled with appropriate policy and
training issues, can substantially improve the performance of end users and
result in a more secure information system.

EXERCISES

Exercise 1. a) Give at least 2 arguments supporting the ideas of Infor-
mation security as:
- an art;
- a science.
b)Why is Information Security considered to be a social science?
d) What is your own opinion?
c)What can contribute much to creating secure information system?

Exercise 2. Agree/disagree with the following statements.

1. Implementation of information security can be described as a combi-
nation of art and science.

2. There are strict rules regulating the installation of various security
mechanisms and many universally accepted complete solutions.

3. Almost every fault, security hole, and system malfunction is a result
of the interaction of specific hardware and software.

4. Information security deals with the people inside organization and
the people who interact with the system.

5. Only by understanding software and hardware security administra-
tors can reduce the levels of risks.

Exercise 4. Comment on the statements.

1. Given the level of complexity in today’s information systems, the
implementation of information security has often been described as a
combination of art and science.
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2. There are no hard and fast rules regulating the installation of various
security mechanisms, nor are there many universally accepted com-
plete solutions.

3. There are many sources of recognized and approved security meth-
ods and techniques that provide sound technical security advice.

4. By understanding some of the behavioral aspects of organizational
science and change management, security administrators can greatly
reduce the levels of risk caused by end users, and create more ac-
ceptable and supportable security profiles.

Exercise 5. Make up a plan of the text and sum it up.



3AK/IIOYEHHUE

B y4yebHOM mocoOuu ObUT TpeACTaBlIeH Matepuas mpodhecCHOHANb-
HOM HaNpaBJIC€HHOCTH, MO3BOJISIONINI Pa3BUTh HABBIKK YTCHUS W aHAIU3a
HAyYHO-TEXHUYECKOU JUTEpaTyphl U pedhepupoOBaHUST AHTIIMHCKUX TEK-
CTOB, C 3TOM 1IEJIbI0 MCIOJIb30BAIMCH PA3IMYHbIC 3aJIaHUsl, HAIIPaBJICHHbBIC
Ha MPOBEPKY MOHUMAaHUSI TPOUYUTAHHOTO MaTepuala.

B nocoOun nmpuBOAsATCS ayTEeHTUYHBIE, HEAJaTUPOBAHHBIE TEKCTHI
JUIS. U3YYEHUSI U CaMOCTOSITEJIbHOM pabOThl CTYJIEHTOB, KOTOPHIE COMPO-
BOXKJAIOTCSL OTAEIBHO BBIHECEHHOM CIIEIMAIM3UPOBAHHOM JIEKCUKOW. Ma-
TepUai U3JI0KEH B JIOCTYMHOW (opMe U pacHIMpsieT CIOBApHBIN 3amac 3a
CUET OBJIAJAEHUSA COBPEMEHHON TEPMHUHOJIOTUEN.

ABTOpBI HAJICIOTCS, YTO MPU HU3YUYEHUH MOCOOUS CTYJIEHTHI CMOTYT
aKTUBU3UPOBATH 3HAHUSI, YMEHUSI W HABBIKH, TOJIydYeHHBIE Ha Ooyiee paH-
HUX ATalax M3y4YeHUs! aHTJTUHUCKOTO S3bIKa, U YCOBEPIIEHCTBOBATh HABBIKH,
HaIlpaBJICHHbIE HA MOHMMAHHE W aHAJIU3 MPOYMTAHHOIO TEKCTA, & TAKXKE
HaBBIKH pepepupoBaHUs 1 AHHOTUPOBAHHUS TEKCTOB.

ABTOpPBI BBIpAXKAIOT HAIECKY, UTO U3/IaHUE OyAET MOJIE3HO CTYICH-
TaM, U3y4arolluM aHTJIMUCKUI S3bIK B cpepe mpodeccroHanbHOU KOMMY-
HUKAIIUH.
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